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Executive summary

This deliverable evaluates the visual data mining facilities developed in INTERMON. The
developed visual data mining components are evaluated considering criteria focussed on:

Usage of data mining component for more efficient inter-domain QoS analysis by
network operator, e.g. better understanding of inter-domain QoS behaviour

Flexibility of integration and interfaces to tools and data bases in INTERMON
architecture to support visual data mining of monitoring, modelling and simulation
results

Efficiency of implementation

Performance of visualisation and data mining functions

Scalability of visual data mining functions considering large scale inter-domain
environment.

Different components of the visual data mining system are evaluated using these criteria.
These components are:

Filter pipeline and 'Pipeline Generator” for automated processing, aggregation and
flexible visualisation of performance data (QoS parameter, traffic measurements) and
its usage for visual data mining in INTERMON simulation

Inter-domain _topology visualisation for enhanced knowledge discovery and
understanding of inter-domain routing, traffic and QoS parameter relationships per end-
to-end connection

Spatio-temporal QoS pattern analysis based on outlier detection, abstraction of QoS
parameters using linear approximation, special patterns for Voice over IP application
tuning

Traffic_matrices for presentation of flows between all possible pairs of sources and
destinations in large scale inter-domain environment.

Communication framework for module interaction of visual data mining system.

The evaluation takes into consideration

the actual state-of-the-art of visual data mining technologies especially enhancing the
work of network operator in inter-domain QoS analysis, emerging implementation
technologies and design considerations

results of usage of the visual data mining components in inter-domain QoS analysis
scenarios, for instance performance analysis, efficiency of implementation and
scalability issues.

IM-WP6-v151-UDO-Deliverable-D20.doc Pace 4 of 41
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1 Introduction

The goal of this deliverable is to evaluate the implemented facilities of the Visual Data
Mining system developed in the framework of INTERMON (see Deliverables [D7], [D12]).
The evaluation has the goal to show how good - compared with today state-of-the art - the
requirements for visual data mining in INTERMON (see Deliverable [D1]) are fulfilled in the
developed system. Such requirements were:

- Efficient support of integrated views of inter-domain topology, traffic and QoS for
network operator in inter-domain environment

- Visual data mining of topology and routing data for inter-domain routing quality analysis
of end-to-end connections

- Support of simulation and modelling for inter-domain QoS analysis by appropriate
visualisation of QoS parameter and traffic

- Application oriented visualisation of QoS and traffic to support the network administrator
- Visualisation of multivariate QoS and traffic time series data

- Better understanding of QoS behaviour in case of long term QoS analysis and outliers
using appropriate pattern description techniques

- Scalability and efficiency of visualisation of topology and large scale time series data.

Evaluation should consider three types of users which can be targeted using the VDM
system. These users build also the main target audience for exploitation (compare
deliverable D14):

1. Novice users: This kind of user has very low or no network experience at all (e.g.
visitors at university open or career days). These users get an overview about the
natural hierarchy of inter-domain networks following the 3D topology rendering.

2. Trainees, students: The VDM system also suits the training of university internal
users. Accompanying the standard lectures around communication networks the
students can see typical inter-domain networks, their behaviours and classical
problems in inter-domain networks.

3. Expert users: The expert user has a massive understanding of network technology
and mainly uses the VDM system for inter-domain network analysis. The user can be
university internal for research or external for INTERMON following projects.

During the testing of INTERMON scenarios in field trials (Salzburg-Madrid) or experimental
testbed, feedback concerning usage, performance and implementation efficiency using
particular visual data mining facilities has been collected from INTERMON partners. This
allows performing the evaluation of the visual data mining system component and function
based. As result, the main focuses of the evaluation are the following components of the
visual data mining system of INTERMON [D7], [D12]:

- basic visual data mining facilities realised by filter pipeline

- inter-domain topology visualisation

- spatio-temporal QoS pattern analysis

- traffic matrix visualisation

- communication framework for module interaction of visual data mining system

IM-WP6-v151-UDO-Deliverable-D20.doc Pace 5 of 41
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The main criteria considered in the evaluation of the particular components are:
- Usage of data mining component to enhance the work of the network operator,

- Flexibility of integration and interfaces in INTERMON architecture to support visual data
mining of monitoring, modelling and simulation results

- Efficiency of implementation

- Performance of visualisation and data mining functions

- Scalability of visual data mining functions considering large scale inter-domain
environment. The focuses are large topologies and time series data sets (traffic or QoS
parameters) of INTERMON data base processed by the visualisation functions.

The evaluation of usage is focussed on:
- the benefits of developed user interfaces of the visual data mining systems

- the efficiency of the visual data mining facility in respect to the work of network
operator in the tasks of inter-domain QoS analysis.

It is aimed to show how the visual data mining facility is able to support:
Learn ability
Flexibility
Robustness
Further points in evaluation of the usage are addressing how the developed functions are:
reflecting the workflow that are familiar or comfortable
supporting the users learning style
compatible in the users working environment

designed to support the user understanding, i.e. encompass a design concept (metaphor
or idiom) that is familiar to the users

consistent in presentation (layout, icons, interactions)
reliable and easy to learn

using language and illustrations, that are familiar to the users or easy to learn

Efficiency of implementation is evaluated considering the specific issues such as:

Support of training by the selected implementation methodology (for instance 2D,
or 3D visualisation implementation could have different efficiency for understanding
in case of topology and in case of traffic or performance data)

Usage of base node set targeting at inter- and intra-domain visualisation

Small and strict programming interface to reduce the training necessary for
partners in other WPs to use the TopVis

Intuitive user interface to allow an easy handling of either small topologies up to
large scale interdomain environments

Support for standard control methods (mouse, keyboard) as well as special
purpose input devices (Space balls, Sidewinder SC...).

Native support for non-standard visualisation displays (stereo googles, displays,
shutter glasses)

IM-WP6-v151-UDO-Deliverable-D20.doc Pace 6 of 41
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Configuration and installation effort
Input/Output interface
Unified interfaces (like XML) for flexible interaction between tools and data bases.

The flexibility of integration and interfaces is aimed to evaluate

- the ability of the visual data mining functions to be used by other INTERMON tools and
- the possibility to process the different kinds of INTERMON data in the data base
- the efficiency of interfaces to the different INTERMON tools and data base.

Performance evaluation gives insight in some performance metrics obtained by the initial
usage of the system in some scenarios. Because of the restricted experiments, this
deliverable could give only initial impression on performance which could be achieved.
Comprehensive understanding of performance could be only getting in a future usage of the
visual data mining system in dedicated large scale scenarios involving the performance
evaluation on different levels:

- data base access

- input/output interfaces

- specific implementation issues such as unified interfaces
- data mining (e.g. processing, aggregation, filtering)

- visualisation.

The next sections are aimed to evaluate the components in detail.

IM-WP6-v151-UDO-Deliverable-D20.doc Pace 7 of 41
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2 Filter Pipeline

To create a powerful Visual Data Mining System, the Filter Pipeline Module was developed
as one main part within this System.

Compared to the Filter Pipeline approach introduced in D7 Section 4.4, the implementation
has gone straight forward and has even exceeded the Data Mining abilities promised in D7.
The communication with other tools provided by the measurement and by the simulation
workpackage was established and the Filter Pipeline has become a vital component within
the INTERMON system.

The main extension of the Filter Pipeline Module in comparison to the module specified in
D7 was the ability to branch and to merge data for parallel Filter chains.

As described in D12 Section 4.1.2, the Filter Pipeline will be specified by a XML-file.
Originally, this filter Pipeline has to be compiled by hand. But this handling has appeared to
be error-prone and so we decided to develop a graphical tool, to create this Filter Pipeline.
This tool was called “’Pipeline Generator” and is programmed in JAVA.

In this section, the Pipeline creation will be described in detail:

IM-WP6-v151-UDO-Deliverable-D20.doc Pace 8 of 41
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MO X =X

When a new Pipeline is needed, the Filter s s s s s
Pipeline GUI will be started and a new pipeline
creation will be initiated. The first question, the
Pipeline creator has to answer is, which Import

Filter she/he would like to use. e .
A list of available Import Filters will be shown, e

so that the creator could choose one.

The available blocks (import filters, normal
work filters and visualisation units) to create a d
full visualisation are specified in a XML file. This *
file represents all the naming conventions for the mapping of inter-Filter- and Filter-
Visualisation-transfer.

0
»
[x

LAY N I
Pipeline Filter Visualisation Mapper XML

| -

0. cpCEWimportRilter-£1. aggregationfilt
0. cpCSWimportFiltetu=2. aggregationfilter - +M_ RN

Select Charttype:

\
|
2 sggregmiiené | (EarCharnt L= |
| |BarChanap ‘ |

1. agoregationfilter-=g. ¢rassCorrelationfilter StackedAreaChant
3, aggregationFimer-= 3 cross Correlationfilter (StackedBarChan
StackedBarChan3D
PieChart
PieChartiD

Tl

Figure 1: Filterpipeline creator

The next step in creating a pipeline is the addition of Filters. In this example, the imported
Data will be transferred to two aggregation ) )
filters, which will aggregate the tWO i e v s o B
available dependent variables within the | E
data set. In a next step, these two data \ MM
0. cpCSVImpontFitteis2. aggregationfilter inputTable = crossCorrelationTable

sets will be correlated by a cross upucTati - Chart

correlation filter. T, =
. . . . . ‘ Speichern in: | [ joern ~ & ﬁ r_;[ Egi
Adding a visualisation is the last Step | ..o | [ Ot erzion D teszson

A\ ogregeinaiivero [ cutterfirer3.cmi [ testaxmi

[ cutterpipexmi [ test_boamt

[} CutterWeblog.xmi [ test_cxmi

[ EtherealprotoPipelinexmi ) VOM_CMTS- Aggregation.xm
) new_sb1_testxmi

within the pipeline creation. Within the
following dialogs, the creator can choose
the variables to be displayed and some
additional information, e.g. the labelling.

n | s ~ O]
Dateiname: |correianonPipeline xmi
Dby L S| O s Sonp s

If the creation is finished, it could be Soeien | Avrcen
saved as an XML-file to be used by the |
VDM-System. -
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2.1 Usage of the Filter Pipeline Module

The filter data pipeline is used in a number of simulation and measurement cases. These
use cases will be described in the following sections. The starting point for every visualisation
is the Result Visualiser within the InterMon GUI (see Figure 2)

Figure 2: Intermon GUI - the Result Visualiser

To visualise a data set, the message containing this data set should be selected (see
highlighted row). For most simulation or measurement data, a pop-up window will be opened
to show the available sub-results, which are available
within this data set. If the Status of the message is
pending, the tool (measurement, simulation or
visualisation) does not return any information (yet), so this

data could not be used.

To trigger the VDM

module to create a visualisation with the selected data,

the viewer has to press the “visualise” button only. Then

she/he is asked for the Filter Pipeline that should be

used. Here the viewer is able to select a given Pipeline,

which is a selection of pipelines, which are available on
the server. To type in a new pipeline name is the second choice. Here the viewer could tell
the VDM System to look for a Pipeline at another location. In this case, the pipeline name
need to start with one of these three protocol-URLSs: http://, ftp:// or file://.

The file://-Identifier is used, when the pipeline resides on the local host, in this case, the
pipeline will be send inline. In the other cases, the pipeline will be send via only as URL.

When the data is send to the VDM, a new message appears within the result selector to
represent the request to the visualisation module. This message is marked as pending as

IM-WP6-v151-UDO-Deliverable-D20.doc Paae 10 of 41
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long as the VDM-module is processing the data set. When the visualisation is available and
the result message has been received, the message status is changed to “Updated”.

Now the viewer could select the message with the mouse and the visualisation will be
displayed in a new window as shown in Figure 3.

Figure 3: The Visualisation Process Result

The visualisation image will be stored on a tiny web-server on the VDM-Host, so that the
viewer doesn’'t need to start a complete visualisation process again to see a visualisation,
which she/he has done before.

IM-WP6-v151-UDO-Deliverable-D20.doc Paae 11 of 41
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2.1.1 Module usage with Simulation

The Simulation of Network behaviour is done in different ways, to be able to compare these
simulation approaches to real measurements.

2.1.1.1 BUTE Time Series Simulation Visualisation

The visualisation shows information
regarding a link the simulator user has
selected before starting the simulation.
The link carries the output of a border
router, which queues packets. The
visualisation shows the time series of
the number of packets sent on the link
(load) in consecutive time slots, and
the time series of the number of
packets that were aimed for the link
but dropped by the router (drop). The
graphs also show the time series of
average time that the packets spent in
the network till they arrived on the link
(delay), and the time series of the

Figure 4: Pipeline to normalise all values

biggest differences between the delays of packets arriving in the same time slot (jitter).

Figure 5: visualisation of load and drop

by the delay and jitter values of the simulation.

There are several possibilities,
how to present the data set. The
first visualisation will show all
available data in one graph. As the
values are very different in size, the
data values will be normalized to
one maximum. The pipeline for this
visualisation is shown in Figure 4.

The second available graph on
this data set is the representation of
the load and drop value (as seen in
Figure 5).

The third image will be produced

IM-WP6-v151-UDO-Deliverable-D20.doc
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2.1.1.2 UBE NS2 Delay Simulation Visualisation

The NS2 Hybrid simulator combines the packet-based simulation approach of the ns2
network simulator with analytical network models. This results in superior scalability for large
scale topologies. Using an extension mechanism, analytical models can be attached to any
nodes in a simulation scenario in order to change their behavior. Using this functionality,
analytical models for whole network areas (like autonomous systems) can be represented by

a single node.

One trace, which belongs to a simulation, is the following:

1. 00079999999999991189 1.01074157104029005438 a 512
1. 00479999999999991545 1.01115117104029006434 a 512
1. 00000000000000000000 1.01156077104029007430 a 512
1. 00160000000000004583 1.01197037104029008425 a 512
1. 00320000000000009166 1.01237997104029009421 a 512
1. 00239999999999995772 1.01278957104029010416 a 512
1. 00400000000000000355 1.01319917104028989208 a 512
1. 00639999999999996128 1. 01400625261500998420 a 512
1. 00720000000000009521 1. 01445653061096008329 a 512
1. 00560000000000004938 1.01486613061096009325 a 512
1. 00879999999999991900 1. 01616275533967992395 a 512
1. 00800000000000000711 1.01657235533967993391 a 512
1. 00960000000000005294 1. 01698195533967994386 a 512
1. 01039999999999996483 1.01858133720140009437 a 512
1. 01120000000000009877 1.02089654267571994239 a 512
1. 01439999999999996838 1. 02159365233408006013 a 512
1. 01520000000000010232 1. 02200325233408007009 a 512
1. 01279999999999992255 1. 02241285233408008004 a 512

Please have a look at D16 to learn more about the function of this trace.

The visualisation of delay information for this kind of data needs two main things: a delay
calculator filter and an aggregation filter, because just a short data trace (120 sec) has been
around 150000 lines.

Figure 6: simulated delay

IM-WP6-v151-UDO-Deliverable-D20.doc
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2.1.1.3 SAR RTC-FSIM Model Visualisation

The Rate and Time Continuous Fluid Simulation (RTC-FSIM) is a novel modelling
approach developed within INTERMON. It is particularly designed for inter-domain scenarios

Figure 7: Pipeline for displaying the RTC-FSIM data

that are characterised by large
topologies and a high degree of traffic
aggregation.

In the RTC-FSIM model, a transition
from a discrete load process to a
continuous fluid process is made. To
keep the most important process
characteristics - mean, variance, and
autocorrelation - the continuous fluid
process is derived from the discrete
fluid process by a newly developed
iterative algorithm. With this
abstraction inter-domain links become
continuous queuing systems and the
dynamic relations between incoming
fluid-traffic, service link rate, buffer

occupation, loss rate, etc. are described by differential equations. RTC-FSIM can be tightly
integrated with the evolving IPFIX standard to implement measurement based simulations.

To visualise the
simulated data, the very
easy pipeline shown in
Figure 7 will be used.
Here, the data will only
be aggregated to
decrease the number of
value for the rendering
process.

The XML format of this
pipeline is shown in
Figure 8. Within this
example, the simulation
steps are 0.1 seconds.
The aggregation is set to
in interval of 0.5 seconds,
so that the delay itself will
be a mean of 5 values.

Within this visualisation,
only the original delay will

be displayed as specified
within  the *“VisualData”
filter. Additionally to the

Figure 8: VDM Pipeline in XML format

delay, the aggregation filter offers maximum and minimum value within an interval and the

deviation and the variation (see 2.1.2.1).

IM-WP6-v151-UDO-Deliverable-D20.doc
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2.1.1.4 TILAB Flow Visualisation

The visualisation performed by the
VDM module for the InterlP tool
produces a column-chart: on the x axis
there are as many sets of columns as
the paths considered for the
evaluation; each set represents with
columns of different heights the
estimated end-to-end delays of the
classes of traffic involved in the
scenario.

The Pipeline to create this
visualisation is very easy to compile
(see Figure 9). Here the data could be
transferred directly from the import
filter to the visualisation, as there is no

data mining necessary. Figure 9: TILAB Visualisation Pipeline

To visualise the data, which was
measured by the InterlP tool, the
global Intermon GUI will be used. There the measurement will be started and the data result
message will be displayed in the GUI as seen in Figure 2. The visualisation result of the
InterIP data set is shown in Figure 10.

Figure 10: InterIP visualisation

IM-WP6-v151-UDO-Deliverable-D20.doc Paae 15 of 41
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2.1.2 Model usage with Measurements

2.1.2.1 CMToolset Delay Measurement Data Visualisation

The CMToolset is a powerful measurement toolkit to test connection Quality of Service
parameters. The measurements based on active measurements, that are generated between

two endpoints. Nearly every type
of data could be generated
within the measurement client
stations. All measured data will
be transferred to a database,
which is globally defined within
the intermon system.

The trace data, measured by
this tool could also be visualised
very easy with an easy pipeline
(see Figure 12), which calculates
the delay aggregation of this
trace. With this aggregation filter,
the Visual Data Mining is also
able to detect the maximum and
minimum of every aggregation
interval and calculates the
deviation and variation of the
trace. As shown in Figure 13, all
these calculated data sets will be
displayed except of the variation.

As the measured data does not
contain any delay values, the

Figure 11: CMToolset Frontend within the Intermon System

delay needs to be calculated by a special filter (called delayCalcFilter). Further on, the data
will be aggregated to have equally spaced intervals and to reduce the number of values for

Figure 12: Filter Pipeline for displaying delay

the rendering  process,
which is the most time
intensive within the module.

In the end the data will be
mapped to a time series
chart. This data will then be
rendered to the image
shown in Figure 13.

IM-WP6-v151-UDO-Deliverable-D20.doc
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Figure 13: Delay trace visualisation
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3 Topology Visualisation for Interdomain QoS

analysis

3.1 General evaluation of usage and integration

The topology builds the starting point for deeper analysis of inter-domain network
behaviour and therefore acceptance of the model matters for the usability of the system.
Therefore the inter-domain topology visualisation was designed to support efficiently the
knowledge discovery on inter-domain routing (BGP-4 protocol), traffic and QoS parameter
pattern relationships.

Task of the topology visualisation was to create an easy to use and understand view of the
detected network topology for measurements and simulation with focus on

- inter-domain topology elements - Autonomous systems, border routers
- different kinds of routers — border, core, access
- different kinds of connections.

To support spatial understanding of inter-domain routing quality (BGP-4 protocol updates),
QoS parameter monitoring and traffic data, the inter-domain topology visualisation allows the
automated selection of related inter-domain routing, traffic and topology to the topology
elements (connections, routers, autonomous systems).

The figure is used to illustrate the comfortable and understandable user interface design of
the topology visualisation for inter-domain QoS analysis allowing flexible integration of the
result data of the other INTERMON tools. The inter-domain routing data collected to a border
router node of the topology is shown:

Figure 14: User interface design of topology visualisation

IM-WP6-v151-UDO-Deliverable-D20.doc Paae 18 of 41
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The flexible interfacing of the topology visualisation to other tools of INTERMON toolkit is
provided based on unified interfaces. For simulation and exploration of possible inter-domain
connectivity, the alternative topology visualisation of inter-domain connection is used [see
Deliverable [D19]).

The next figure shows an example for alternative topology visualisation between Salzburg
and Madrid which could be used as input of simulation toolkit:

Figure 15: Flexible integration of topology visualisation in INTERMON toolKkit

Using further interactions of topology visualisations with results of INTERMON tools, for
instance additional information from traceroute data base, fine-granular analysis of the
alternative topologies is possible, as for instance AS internal connectivity of core router,
round trip times to the intermediate router of the connection, characteristics of the
intermediate routers, etc.

3.2 Evaluation of Implementation

The user interface targeted starting at the specification directly at an easy handling to cope
with large scale networks. The 3D implementation of the general topology network produces
a more complex visualisation compared to classical 2D topology visualisations. The
scalability has this complexity as a trade-off and therefore demands sophisticated control
functionality for easy and intuitive handling of the visualisation.

3.2.1 Support of Training

Depending on the users role and previous knowledge different amounts of training have to
be applied before being able to smoothly navigate through the 3D topology world. This
section focuses on the training needed to navigate the topology, not the specific applications
bound to rendered nodes and connections.

Reading the “Usage section” of the implementation deliverable D15 the control methods
appear rather complicated. Nearly a whole standard keyboard is associated with short cuts
for topology visualisation control. But thinking of the main purpose for 3D topology
visualisation, the rendering and application binding, this can be completely handled using the

IM-WP6-v151-UDO-Deliverable-D20.doc Paae 19 of 41
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mouse. Rotate, Translate and Zoom are satisfying all demands to navigate inside the virtual
network topology. Especially for the novice user this approach is easy to learn.

Purpose of the 3D topology was not only to build the starting platform for measurement and
simulation, but also to teach beginning network experts about typical network topologies,
interdomain routes and their behaviour. Using the mouse it is possible to get an overview
about the displayed topology rotating to a birds eye view as well as zooming near a specific
autonomous system to have a closer look at the interdomain connections and their
intradomain equivalents.

The more experienced as well as the expert user can use the more sophisticated features
regarding the topology visualisation, like domain locking and free domain placement. This
allows adjusting the view to nearly every situation, but also requires to learn keyboard
commands and to navigate carefully inside the network topology.

To overcome some of the more complex training limitations we tried alternative input device
additionally to mouse and keyboard to enhance the learning curve of INTERMON system
users. See section 4.3 for some notes about these experiments.

Summarizing the needed training efforts for using the topology it becomes clear, that the
pure effort to learn how to handle the topology visualisation is negligible compared to the
effort to be spent learning the network terminology and user interface of the specific
INTERMON tools (measurement tools and simulators).

3.2.2 Code/Module reusability

As the implementation deliverable D12 stated the design and implementation of the
topology visualisation is divided into two parts: Generic interdomain graph classes and
rendering specific 3D visualisation classes.

As the generic graphs are independent of the specific visualisation these could be easily
reused for other networking purposes. The interface guarantees that all partner work only on
methods targeting the global network topology.

The 3D implementation is here more specific. Greatest advantage of the implementation is
the open application binding which allows to attach external applications beyond the
INTERMON project to this visualisation.

3.2.3 Installation effort

Installation of the 3D visualisation is very straightforward. No configuration has to be made,
runtime environment is like the general INTERMON user interface JAVA version 1.3 or
greater. Additionally is only the installation of the JAVA3D runtime environment which is free
charge available for Windows and Solaris at Sun Microsystems and for Linux at
Blackdown.org. The packages are signed and installable using a web browser.

Any know problems during installation and running the 3D topology visualisation could be
tracked down to graphic card driver incompatibilities.

3.3 Scalability

Scalability was one of the major issues for the Visual Data Mining workpackage directly at
the beginning of the INTERMON project. The sub task “Topology Visualisation” had to follow
this directive and should suit small scale networks as well as large interdomain scenarios.
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The visualisation had to have the capability to visualise intradomain topologies if information
about core routers and end systems available and otherwise the capability to emphasize the
interdomain aspect.

Other international projects also have the capability to visualise large scale network
topologies (e.g. compare to the CAIDA® project as mentioned in the state-of-the-art section of
the INTERMON proposal). Some of these projects like CAIDA are able to visualise networks
up to 10.000-20.000 nodes. Main problem with these kind of visualisations is the non-intuitive
navigation through the large scale networks and the missing ability to dock other applications
with a direct association to the displayed network nodes.

The INTERMON topology visualisation had to address scalability issues as well as
interaction possibilities with the specified user interface of tools from other workpackages.

From the software requirements point of view the size of the displayed topologies is only
limited by memory of the target machine. As the rendering is mostly done by OpenGL
commands in the memory of the graphics adapter this is the limiting factor. Main
disadvantage here is a bad implemented OpenGL driver on the running computer or Laptops
with limited graphics capabilities. Most of the portable computers used for demonstration
purposes during the INTERMON worked were able to run the 3D topology visualisation
(starting at 400 MHz Pentium Il with Radeon M7 graphics adapter) sufficiently. Problems
occurring here could in most cases tracked down to poorly implemented graphics card
drivers. In some cases problems raised using transparency on autonomous system
rendering or memory overflows on graphic adapters with 8MB or less memory.

The second point regarding 3D topology visualisation and scalability is usability on large
scale topologies. As pure topology rendering without the possibility to trigger INTERMON
tools, measurements and corresponding VDM analysis is useless, the maximum number
nodes in a rendered topology is limited by what the user can overlook and handle.

Tests with different generated topologies showed that the maximum number of nodes
where the system is still usable lies between 1.000 and 2.000 nodes. This requires a well
balanced topology, e.g. 20 autonomous systems, each having around 5 border routers, 10
core routers and 50 end systems. The maximum of 2.000 nodes does not mean autonomous
systems alone.

The possibility for the user to grab nodes and arrange them freely in the 3D space
additionally enhances the usability and therefore the scalability to larger topologies.

For small scale topologies consisting only of a few nodes, e.g. based on a few traceroutes
without identifying autonomous systems, the full sized 3D topology visualisation is a little bit
oversized. For these purposes the traffic matrix visualisation as mentioned in chapter 4 could
be used more elegantly. Focussing on smaller topologies and emphasizing the end-to-end
aspects inside the network, traffic matrix complements the 3D topology visualisation for
smaller networks.

3.4 Visualisation functions

The 3D topology visualisation and the possibility to allow other INTERMON tools to dock to
the nodes in this visualisation have been a novel approach for analysis of interdomain
scenarios. This visualisation could of course be completely handled by standard machines,
most operating systems, standard monitors, mouse and keyboard. For most purposes this
equipment and input methods is sufficient. Novice users mostly use mouse only to navigate
inside the virtual network topology.

! Cooperative Association for Internet Data Analysis
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As more sophisticated navigation inside the scenery demands learning the more complex
navigation methods using the keyboard also part of the topology visualisation evaluation was
about the usability of alternative input methods.

Additionally large scale networks lead to complex visualisations. To improve the
visualisation true stereoscopic projections were also a topic of 3D network rendering.

Stereoscopic projection enables the user to navigate more intuitively in the virtual world,
allowing directly seeing the distance and positions of the network nodes. To evaluate the
ideas for stereoscopic rendering they have been presented to the DASA? and the IfA® in
Dortmund, which concentrate on the improvement of working conditions using virtual reality
methods.

The 3D topology visualisation is using JAVA3D which is based on the graphics hardware
and the corresponding OpenGL or DirectX driver. This easily allows supporting stereoscopic
projections if the graphics hardware has the appropriate capability. For the specific
visualisation this means that in case of detected stereo support an additional toolbar is
displayed showing enable/disable buttons and input field for stereo parameters like virtual
eye distance and field of view.

The stereoscopic visualisation is also usable with stereo goggles, but during discussions
with other experts in this research area we decided to mainly test stereo projection systems
which do not need the users to wear special glasses. True 3D displays use prism grids to
project two different renderings of the same scene to each eye separately. Types of these
monitors are already successfully applied to medical research, so the idea behind was to
extend the field of application to network analysis.

Figure 16 shows a picture of the INTERMON VDM presentation at the universities open
day in autumn 2003. Intention of this presentation was to show some of the INTERMON
results to the public. On the left side of the picture the topology VDM system is visible as a
self running demo, on the left side a network tracing tool developed independently of the
INTERMON toolkit. The background shows a poster presentation about general problems in
interdomain scenarios and the INTERMON main goals. Feedback gained here from the
visitors was mostly very positive. Even non-experienced users could easily navigate inside
the virtual topology and understand the main hierarchical concepts of the interdomain

topology.

The display on the right side showing the 3D topology visualisation is a stereoscopic
monitor using the prism projection as described above. User reactions showed here, that a
true 3D impression of the network topology enhances the user capabilities to navigate inside
the virtual world. Nevertheless even the good stereoscopic displays are as well as heavy
stereo goggles not usable for long term work. The quality of the stereo effect is sufficient
regarding brightness, contrast and image frequency, but still disturbing deformations are
visible near the edges of the visualisation. Future versions of this kind of displays may
enhance these problems and could be therefore also be used for every day usage.

% Deutsche Arbeitsschutzausstellung

% Institut fur Arbeitsphysiologie
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Figure 16: University open day VDM presentation

Figure 17 shows a complete working environment for usage of the INTERMON analysis
system, including a handheld for mobile access to the VDM pipeline result images and on the
left side the Sidewinder SC as a keyboard input replacement.

Figure 17: Alternative control

The Sidewinder SC is a device designed by Microsoft to enhance learning curve by
programming keyboard commands and command sequences on special controller buttons.
Additionally the device can be moved along three axis’ (forward and backward, left and right,
rotate). The mouse navigation methods all affect the global view (e.g. rotating around the
complete scenery or locked autonomous systems). Keyboard commands allow navigation
starting from a virtual first person perspective (stepping into the topology, looking up and
down). Assigning these commands to the axis’ of the Sidewinder gives the user full right
hand control of the global view (using the mouse) and left hand control for first person
perspective (using the Sidewinder controller). This increases the intuitiveness of the
navigation in large interdomain scenarios.
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The additional buttons of the Sidewinder have been assigned with other visualisation
commands, e.g. locking of autonomous systems or resetting the view. This allows the user to
concentrate more on network analysis rather than learning keyboard commands.

Experiments with different users proved that learning navigation inside the topology is
easier without having to concentrate on keyboard commands. The Sidewinder usage is
nearly as straightforward as the global mouse control methods. Nevertheless Sidewinder
usage introduces a small overhead for installation. Thinking of portable demonstrations using
Notebooks the use of the Sidewinder seems a little bit overweight. Here it is much better to
use the keyboard commands. Additionally experienced users prefer keyboard short cuts over
an additional device.

Main disadvantage of the Sidewinder: Drivers are available for MS Windows only, so this
violates the INTERMON directive of high platform independency.

Summarizing the Sidewinder experience, additional input devices can be helpful, especially
for training purposes, but are not necessarily needed for network control.

IM-WP6-v151-UDO-Deliverable-D20.doc Paae 24 of 41



IST-2001-34123

INTERMON Deliverable 20 _
IM-WP6-Deliverable 20

4 Spatio-temporal QoS Pattern Analysis

4.1 General evaluation of usage and implementation

The usage of the spatio-temporal QoS pattern analyser in INTERMON scenarios is
discussed in research contributions [KMSM 04], [BAGM 04] [MNA 04], [MAZ 03] [MGHNB
04], [MHA 03]. For efficient support of network operator in study of large volumes of QoS
parameter data in inter-domain environment, INTERMON developed pattern based
technology. Patterns allow to abstract structures of QoS parameter data which could be
efficiently applied for inter-domain QoS analysis. The QoS parameter pattern analysis
considers:

- Interval of times, where basic and composite patterns of network QoS patterns occur.
- Frequency of pattern found in a given time interval and per specific period.

- Dependencies of patterns, based on multivariate time series data patterns and their
temporal and spatial relationships.

We have shown in research papers and scientific contributions using different facilities of the
QoS pattern analyser tool applied to study real measurement data, that the analysis of end-
to-end QoS of connections in inter-domain environment using patterns is an efficient
technology for the network operator, because it allows:

- More abstract description by structures (e.g. “increase” / “decrease”, “plain”, “spike”,
“outlier”), which is preferred by the network administrator to understand large volume of
time series data, measured over long time period

- Condensed, qualitative description of row QoS parameters to provide abstract
presentation. Thanks to the background knowledge, the network administrator knows the
kind of patterns that are important and worth looking for abstraction of events.

- Knowledge discovery using experiences. The administrator is able to identify frequently
repeating patterns, corresponding to normal situations, and seldom patterns, indicating
some abnormal state. The occurrence of such patterns is then the basis for taking of
decision by the network engineer, for instance it could decide to use some inter-domain
connections if no QoS parameter outliers are detected on this connection.

- Learning of causal relationships of QoS parameter data based on dependencies of
patterns of multivariate time series data. This includes dependencies of QoS patterns
(delay, packet loss, delay jitter) on BGP-4 protocol patterns, or QoS parameter patterns
which could be related to network router failures.

For the implementation of the QoS patterns based on JAVA, the public available platform of
JfreeChart 0.9.12 was selected which is also able to support basic QoS parameter time
series data visualisation. These libraries are free obtainable at www.jfree.org and could be
used in different options for extension of the INTERMON pattern visualisation with other
types of charts. The experiences have shown, that the usage of JfreeChart 0.9.19 is a
powerful and flexible implementation technique which provides good performance in
visualisation of daily and weekly patterns of QoS parameters for practical needs. Using
JfreeChart, it is possible without much effort, by setting only of parameters to switch from one
type of chart to another, which makes the visualisation very flexible and adaptable to the
needs of network operator for better understanding of QoS parameter data.

In the following sections, the developed QoS pattern analysis facilities are evaluated in detail
considering particular benefits for the work of network engineer, implementation and
performance issues.
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4.2 Linear approximation of patterns for different
periods

The network engineer needs flexible visualisation of QoS parameter patterns considering
different periods: day, month, year. The obtaining of QoS patterns for different periods is
based using algorithms for piecewise linear approximation of time series data values.

Linear approximation is configured by parameter d, called abstraction coefficient, depending
on the user preference for structure details in the QoS parameter data description.
Parameter d considers differences of neighboured ordered time series data to approximate
values.

For efficient understanding and usage of patterns in inter-domain performance management
tasks, the user interface includes in addition to the pattern presentation:

- statistics describing the structure parameters in the given period
- specification of the pattern structure in form of pattern description language.

Especially for extraction of patterns and deriving relationships between patterns, i.e. “causal
relationships”, the pattern description language could be used.

To show benefits of user interface for QoS planning of aggregate data traffic, for instance to
detect if the network resources are sufficient, the following picture is used.

Figure 18: Example of QoS parameter data abstraction
using piecewise linear approximation

It presents the daily end-to-end delay patterns of the inter-domain connection Madrid —
Salzburg. The QoS parameter patterns are obtained by linear approximation algorithms in a
daily time period. Abstraction coefficient of 10 ms is used to configure the linear
approximation algorithm. This means that delay behaviour smaller that 10 ms is additional
detail for the network administrator in the QoS parameter data analysis and should be
ignored when the QoS behaviour should be learned from the view point of the QoS planning.

The example shows the benefits of the piecewise linear approximation, which combines the
data compression with an accurate estimation for the mean and gradient. Furthermore, it is a
useful method for visualisation of QoS ,phases” with plain and decrease / increase patterns.

The implementation of the linear approximation is based on one pass algorithm over the QoS
parameter data with small number of operations per data. The algorithm depends on the
number of QoS parameter time series data N and the overhead of operations per data c, i.e.
O=Nxc.
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The performance was evaluated from user point of view, i.e. user perceived performance, for
the cases of selection and visualisation of:

- patterns for different length of QoS parameter data

- one and of more patterns from the data base varying the number of simultaneous
selected patterns from 1 to 6 (assuming that maximal 6 patterns could be considered for
simultaneous comparison and “causal dependency” detection in the practice of network
operator).

The selection of QoS parameter data was done using the “result” table of the cmbase in
INTERMON including aggregated measurement results.

The scenario for evaluation of this facility includes:
- cmbase data base positioned on the server in Berlin and

- INTERMON toolkit for pattern visual data mining used at workstation in the network in
Salzburg.

The cmbase data was obtained by field trials, which were established to show the usage of
INTERMON toolkit, therefore also our performance evaluation could be used only to discuss
the particular data included in this data base. We should note that the size of tables based on
which we did our experiments, i.e. “result” table” is relatively small for performance
evaluations of large scale data, i.e. result.ISD = 1 356 KB and result.ISM = 182 KB.

The same conclusion about scalability limitation of the performance study could be driven
considering the maximal length of QoS parameter time series data, which we found in the
result tables for visualisation of daily/weekly patterns, i.e. length of 576 time series elements
iS not so expressive in the case of large scale visual data mining.

However, the results are still interesting, because they describe realistic situations in the
performance analysis in inter-domain environment for the network operator. Our goal is not
to work with “artificial” large scale data, we are much more interested in working with the real
data which is found in the practice of inter-domain network operation and to find the realistic
range of data scalability.

The small length of time series data for daily / weekly pattern visualisation in this data base
allowed us to achieve reasonable performance (ranging between 1- 45 sec) for visualisation
of one and multiple simultaneous QoS parameter patterns.

4.3 Analysis of Outliers

In INTERMON, there are different methods and interfaces to analyse outliers, i.e. abnormal
behaviour of QoS parameter data.

Such interfaces are:

- Global outlier analysis [MHA 03] for spatio-temporal analysis of all outliers found in
selected network topologies for specified periods in the data base

- Outlier data mining for a network connection based on threshold calculation, including
diverse options for outlier study using visualisation, histograms of outlier lengths,
comparison and relationships of outliers, frequency study [MNA 04]

- Statistical outlier detection and elimination used for ARIMA prediction [VVK 04].
We studied the functions of global outlier analysis and outlier data mining based on threshold
calculation in scenarios using the cmbase “result” table data. The scenario involving

INTERMON toolkit and data base interaction as well as the size of the cmbase is the same
as described in section 4.2.
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The usage and performance issues of the outlier analysis function are evaluated from
application view point, i.e. the user perceived performance was focus of evaluation.

The global outlier analysis provides in a list format the description of all found outliers of the
end-to-end connections in the specified inter-domain networking topology (i.e. spatio-
temporal context). The global outlier analysis is based on the threshold method for outlier
detection and is used to check the properties of the connection in respect to the quality
requirements of specific applications or aggregated traffic.

Using global outlier analysis interface, it is possible to obtain following information per outlier
found on a network connection:

- Start of the outlier related to the begin of the connection
- Length of the outlier to derive the relative time of the abnormal behaviour

- Maximal QoS parameter value of the outlier to compare with possible causes such as
buffer overflow

- Distance to the previous outlier in order to find abnormal behaviour relationship.

In the global outlier analysis scenario, we use the “result” table, which size is 1 356 KB to
select the outliers form the aggregated results per flow. Our observation for perceived user
performance is, that the main overhead is due to the size of the data base tables required
for selection of the outlier. Indeed, when we use the functions of the spatio-temporal
analyser for only browsing the data base, we get the same performance as in the case when
we use the global outlier analysis functions. This is approximately 4 minutes overhead to get
all outliers or to read the descriptions of the different flows of the particular content of the
cmbase data base. Even if we select a threshold for the outliers, which is big enough such as
600 ms, we have the same performance as in the case when we have an outlier of 100 ms.

The conclusion is, that the functions for global analysis of outliers or connection description
data are highly dependable on the cmbase access, i.e. the size of the data base and the
network connection to the data base.

From the application’s point of view, the user interfaces for the global outlier analysis is
designed to provide the spatio-temporal understanding of the outliers - where are
encountered, what is their impact and how long is their duration.

When detailed analysis of the outlier structure is required, than outlier data mining functions
based on visualisation are used considering specific periods — day, week, month . The need
for this interface is to show the exact structure of a concrete outlier, which help the network
operator to detect the concrete causes of the outliers.

Figure 19: Delay outlier study in the given time interval per day
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For instance, the following figure shows an example for the analysis of delay outlier for VoIP
Quality analysis using R-factor 90-100 for G.711 to calculate the threshold, i.e. outliers
calculated by threshold of 150000 ms.

A significant QoS parameter outlier of approximately 4 minute (i.e. end-t-end delay
maximum value 247 918 604 microseconds) is detected in a real world inter-domain
networking scenario between Madrid and Salzburg stored in the cmbase.

The abnormal end-to-end delay behaviour of 4 minutes is characterised with decrease
pattern of the QoS parameter time series data values belonging to it. We studied as next the
relationship to the packet loss outlier found in the same time. The relative length of the
“highest” outliers (duration, x-axis) is negligible (860 ms); but this causes also the highest
packet loss burst which is comparable to the value of the delay outlier (see next figure).

Figure 20: Burst packet loss analysis in the given time interval

What is very interesting in the characteristics of the packet loss outlier is that the duration of
the maximum packet loss burst, note approximately 4 minutes, is slightly less than the end-
to-end delay outlier, i.e. 247 796 603 microseconds.

Considering all this facts, a considerable explanation of these two related outliers is that,
some intermediate device of the inter-domain connection is stopping transmission of the data
for a period of approximately 4 minutes (remember the end-to-end delay outlier and the
length of the following packet loss burst). In this time the packets are lost (the burst packet
loss outlier) and the packets which are in the buffer of the device are transmitted after this
with significant delay of the expected due to the waiting time in the device. The FIFO arrival
strategy in the intermediate device explains the decreasing end-to-end delay pattern.

Based on the automation of pattern detection and provided statistics, it was shown that it is
possible to detect causes for behaviour. Discovering of “causal” behaviour is based on some
patterns relationships, as described above in an example, so it should be possible to set
“rules” in the data base for automatically “learning” of inter-domain QoS behaviour based on
“causal” pattern dependencies, in our case detection of intermediate “bottleneck” devices of
inter-domain connection due to end-to-end delay outlier, its decrease pattern and
comparable packet loss burst pattern. This allows the network operator to do decisions using
system “intelligence” based on patterns.

For understanding of outliers, there are also other functions and interfaces, which are
included in INTERMON system, such as outlier histogram calculation and multiple outlier
dependency study. These functions allow to get more comprehensive view of outliers and
their impact on the performance in inter-domain environment.

Similar observations in respect to the crucial impact of the data base on the performance of
QoS pattern analysis could be also done for the usage of these functions. Especially in case
of histogram calculation, there is also the impact of the number of selected buckets, which

IM-WP6-v151-UDO-Deliverable-D20.doc Paae 29 of 41



IST-2001-34123

INTERMON Deliverable 20 _
IM-WP6-Deliverable 20

could be considered, but this is not the significant overhead influencing the user’s perceived
performance. The size of data base and the delay of the network connection are again the
crucial performance factors.

4.4 VolP Quality Data Mining

The INTERMON visual data mining for VolP application quality in inter-domain environment
is discussed in details based on scenarios in a research contribution [MNA 04].

Here, we will face only the main benefits of the developed user interface and performance
consideration.

The user interface of the visual data mining tool for VolP quality study in inter-domain
environment supports on efficient way:

- the detection of VoIP outlier patterns considering mapping of network end-to-end delay
and packet loss threshold parameters in VolP specific standards of quality requirements
defined by the R-factor of E-model [VoIP Standards].

- Mining and understanding of end-to-end network delay pattern characteristics of network
connections, relevant for tuning of VolP playback delay adjustment algorithms.

Using the R-factor to obtain network QoS parameter thresholds for different VolP quality
levels and standards addresses the needs of ISP providers to use tools that support
emerging standardisation. The scientific pattern approach is combined on this way with very
practical reasons and business scenarios.

Considering different approaches in the literature to adapt the playback delay adjustment
using in advance the knowledge of network delay behaviour [NM 03], NM 01a], [ NM 01b],
[RKTS 94], [LFG 01]). INTERMON proposes to study end-to-end delay patterns specific for
selection and adaptation of VolP playback algorithms.

The INTERMON VolIP quality study user interface allow the VolP “quality specific” analysis
of end-to-end delay patterns of network connections in inter-domain environment and
detection of their suitability for the different playback delay adjustment algorithms.

The basic pattern model is enhanced here with the notion of spikes as sudden increases,
which are of small duration.

There is some useful analysis of the network delay supporting the selection of specific
algorithm / parameters for playback delay adjustment included in the user interface of
INTERMON toolkit. These are:

- Rate of the increase and decrease of the network delay that is described by the
gradients. It is used especially to support techniques discussed in [NM 03], [NM 01a],
[NM 01b], which justified parameter selection of their algorithms based on the network
delay dynamic.

- Plain delay structures within a given range values can also be used in addition to
slow/increase decrease patterns for playback delay justification ([RKTS 94], [LFG 01]).

- Spikes and their frequencies in a given time interval are important for playback delay
algorithms considering them (see [MKT 98] and [TMK 02]).

We studied the quality of VoIP functions in scenarios using the cmbase “result” table data.
The scenario involving INTERMON toolkit and data base interaction as well as the size of the
cmbase is the same as described in section 4.2.

Considering the performance, we get the same conclusions on the dominating factor of the
data base size and the network connection to the data base. The difference is here, that the
VoIP application is dealing with dedicated connections and data, therefore the overhead
could be lowered, because no browsing of the whole data base is required.
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We show as an example the 4-days time interval of inter-domain network QoS parameter
patterns for emulated VolP application. The following figure describes the maximum delay
behaviour of the Madrid—Salzburg connection considering periods of 10 minutes.

Figure 21: End-to-end delay patterns of inter-domain connection for generated VolP traffic
used for selection of appropriate playback delay adjustment algorithm

4.5 Conclusions on performance issues

The performance evaluation of the QoS pattern analysis functions in this deliverable was
done based on user's perceived performance study. The performance overhead could be
also evaluated in detailed manner considering overhead of distinct functions — data base
access, visualisation, processing algorithms. This could be done, but should not help to
increase performance by new insights, because the data base was shown to be the problem
also in the user’s perceived performance study.

The main problem is the size of the data base and the network connection from INTERMON
toolkit to the data base, which should be considered in the future research, and not the
algorithms and the visualisation which are well studied and well known powerful technology
for visualisation like JfreeChart package.

Further studies should evaluate the performance of visualisation in case of row QoS
parameter data contained in the packet table of cmbase where the data volume is larger in
many times, i.e. packet.ISD = 3 735 134 KB and packet.ISM = 2 324 478 KB. This is an
important topic, because as this is described also in the previous sections, the data base size
(i.e. the size of tables which are browsed) is the crucial overhead for the acceptable user
performance, and not the processing algorithms of the data.

What is possible to propose, based on the evaluation on implementation and performance of
the QoS pattern analyser in INTERMON is, that it should be possible to reduce the size of
the data base using more “intelligent” storage of data, i.e. we want to store relevant data
such as outliers in the dedicated tables. We do not want to browse the whole QoS parameter
time series data in the cmbase to find the outliers, we want to store the outliers in the future
directly in the “result” table , storing for instance all the statistics which are included today in
the outlier data mining user interface (see figures in section 4.3) . This is sufficient to
increase the performance for searching of outliers in magnitude (think on the immense
difference between the size of “result” and “packet” tables).

But not only in case of outliers the performance could be reduced, what is in the case of QoS
parameter data browsing for long term QoS behaviour analysis? In INTERMON, we used the
linear approximation to abstract in details in QoS parameter values, which are not important
for practical decisions. But why we need to store than all details of these QoS parameter
data values and to look in such “elephant” data bases? A possible solution is to store the
data in form of patterns using linear approximation, which will reduce in multiple times the
size of QoS parameter data base tables, which are to be browsed for inter-domain QoS
analysis. On this way, we can use “intelligent” data mining for increased performance by
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reducing the size of stored data. This means, using linear approximation “not after , but
before” of data mining.

It should be noted at this point also, that considering international state-of-.the art, there are
also visual data mining system architectures using dedicated network connections with
resource allocations to enhance performance as for instance NEMESIS [NEMESIS] system.
Nemesis focus on exploration and analysis, and introduces data compression techniques for
network data.
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5 Traffic Matrix

In contrast to Deliverables [D7] and [D12], which deal with the structure and the principles
of traffic matrix visualisation and its implementation in the INTERMON context, this chapter
focuses on the evaluation of the performance of the developed traffic matrix application.

Because response time is most crucial for the acceptance by the user, we will preferably
take care of this system property. In the context of traffic matrix visualisation, the parameters
“number of involved nodes” and “degree of logical interconnection” influence the response
time.

The following tables show a proposal of different sizes per dimension to be observed.

Network size

XXS <=5 nodes

XS 5<x<=10 nodes

S About 100 nodes

M About 1000 nodes

L About 10000 nodes

XL About 100000 nodes
XXL 1000000 nodes and more

Degree of logical interconnection

Light One flow per source-destination pair
Heavy Ten flows per source-destination pair
Overweight Hundred flows per source-destination pair

The following run-time tests have been executed on a Pentium Il (600 MHz, RAM 256 MB,
Graphics Card Matrox Millenium G400, Res. 1024*768*75 Hz, Color depth 24 Bit/Pixel)
running Windows 2000 SP4.

The following network sizes have been set:

XXS 5 nodes
XS 10 nodes
S 100 nodes

M 1000 nodes

L 10000 nodes
XL 100000 nodes
XXL| 1000000 nodes
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First, the time of calculating an internal representation of the traffic matrix has been
measured:

Time in ms Degree of logical interconnection
Light Heavy Overweight
nodes XXS 30 31 110
XS 10 20 230
S 601 3625 oom

oom — System ran out of memory.

For all other combinations of network size and degree of logical interconnection, the
system ran out of memory.

Thus, measuring the time to create a visual representation from the internal representation
was restricted to the combination above.

The rendering times are given in the following table:

Nodes — logical Time
interconnection

XXS - Light 2 sec

XS — Light 8 sec

XXS — Heavy 52 sec

XXS — Overweight Interrupted after 15 min

All other matrix rendering have been interrupted after 20 minutes.

Conclusion: As long as there is enough memory available on the computer, the time of
creating the internal representation of a traffic matrix is not decisive. The chosen visualisation
technology is useful for a network size of approximately 10 nodes and approximately 10
flows per source-destination pair. This is also the size an ordinary user can handle by
visually inspecting the network use.

If it is desired to visualise networks with more nodes and more flows, it is recommended to
use a better equipped computer or to change the visualisation technology.
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6 Module Communication

In order for the end user to communicate with the remote INTERMON VDM system a
communication framework was established. This was achieved through the use of JMS (Java
Messaging System). In this section we will describe the fault tolerance mechanisms as well
as an examination of the performance overhead this remote communication mechanism
brings to the Visual Data Mining aspect of the INTERMON implementation.

6.1 General evaluation of implementation

JMS is centred on the concept of a destination. When a message is sent, it is not sent
directly to the recipient(s) interested in the message, rather it is sent to a destination. Then,
anyone interested in the message has to either connect to the destination and get the
message, or set up a subscription at the destination. In both cases, messages sent to the
destination get forwarded to the recipient.

In JMS there are two types of destinations: Topics and Queues. These have quite different
semantics:

Multiple parties may receive a message sent to a topic. Publishing with topics
allows one-to-many or many-to-many communication channels. In this case, the
originator of a message is called the publisher, while the recipient is called a
subscriber.

A queue, on the other hand, will only allow the delivery of a message to a single
party. A sender places the message in the queue, the receiver gets it off the queue
and the message disappears from the queue. The first receiver to fetch the
message will get it, while everyone else will not.

The JMS implementation used in the INTERMON communications was that of JBoss, a
freely available, GPL type license, J2EE compliant application server.

The destination type used in the VDM communications was that of a topic. This allows for
many clients to write to potentially many VDM modules. The VDM module was connected to
the INTERMON Global Controller, whose main responsibility was the co-ordination of client
requests with tool services and ensuring that replies are issued to all interested parties. This
communication is directed through the INTERMON Global Controller.

6.2 Fault Tolerance Mechanisms

Deploying a distributed visual data mining system using a MOM (Messaging Oriented
Middleware) such as JMS raises the question of fault tolerance. If a client of the VDM, for
example, issues a pipeline request to the VDM and either the VDM or the Global Controller
becomes unstable or unavailable, what can be done to ensure that the request will be
serviced when the system becomes available again? JMS provides several mechanisms to
guard against such unwanted behaviour. A combination of techniques that utilise such
mechanisms can provide a more quality assured implementation for a distributed VDM. The
mechanisms provided by the JMS API and how they can be used to provide fault tolerance
are discussed in this section.
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Controlling Message Acknowledgment

Until a JMS message has been acknowledged, it is not considered to be successfully
consumed. Acknowledgment is initiated either by the JMS provider or by the client,
depending on the session acknowledgment mode. There are three session
acknowledgement modes provided for in the JMS API.

Specifying Message Persistence

The JMS API supports two delivery modes for messages to specify whether messages are
lost if the JMS provider fails.

1. The PERSI STENT delivery mode, which is the default, instructs the JMS provider to
take extra care to ensure that a message is not lost in transit in case of a JMS
provider failure. A message sent with this delivery mode is logged to stable storage
when it is sent.

2. The NON_PERSI STENT delivery mode does not require the JMS provider to store the
message or otherwise guarantee that it is not lost if the provider fails.

JBoss provides four different Persistence Manager types to provide this message
persistence, each with its advantages and disadvantages.

Manager Type Pros Cons
File Very Stable Slow
Rol I'i ngLogged Very Fast Unproven
JDBC Stability / Scalability JDBC overhead
Logged Fast Memory Issues

Setting Message Priority Levels

The JMS API allows the application developer to set message priority levels to instruct the
JMS provider to deliver urgent messages first.

For example, the following publ i sh call sets the priority level for nessage to 3:
t opi cPubl i sher. publ i sh(nessage, DeliveryMde. NON PERSI STENT, 3, 10000);
The ten levels of priority range from 0 (lowest) to 9 (highest). If you do not specify a priority

level, the default level is 4. A JMS provider tries to deliver higher-priority messages before
lower-priority ones but does not have to deliver messages in exact order of priority.

Durable Subscriptions

It is possible to create durable topic subscriptions, which receive messages published while
the subscriber is not active. Durable subscriptions offer the reliability of queues to the
publish/subscribe message domain of topics.

To make sure that a publish/subscibe application receives all published messages, use
PERSI STENT delivery mode for the publishers. For further assurance, use durable
subscriptions for the subscribers.

The Topi cSessi on. creat eSubscri ber method creates a nondurable subscriber. With this
subscriber it is possible to receive only those messages that are published while the
subscriber is active.
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It is also possible use the Topi cSessi on. cr eat eDur abl eSubscri ber method to create a
durable subscriber. A durable subscription can have only one active subscriber at a time.
Furthermore, this adds an overhead to the processing cost.

JMS API Local Transactions

The JMS API Sessi on interface provides both conmit and rol | back methods, which can
be used by a JMS client. A transaction commit means that all produced messages are sent
and all consumed messages are acknowledged. A transaction rollback means that all
produced messages are destroyed and all consumed messages are recovered and
redelivered.

6.3 Performance Overhead

As well as fault tolerance issues a MOM implementation also introduces a certain
overhead. This is to be expected due to the latency of the underlying network, the payload of
the message and also the processing overhead of the application server providing the
message management.

In order to determine the overhead cost in using JMS as a means of communicating with
the following test was performed:

1. A control non-distributed VDM pipeline scenario was performed on a local machine
several times and the average time taken for execution was determined.

2. The same VDM pipeline scenario was performed using the INTERMON distributed
architecture.

3. The client was situated at Waterford in Ireland and the emulated VDM modules in
Berlin.

4. The identical payload as used in the control scenario was used for the distributed
test.

5. The test was repeated every 60 seconds over a 24 hour period and the average
time of execution was determined.

The results of one such test are shown below:

Payload 85 Kbytes
Average time for non-distributed VDM execution: 10761 ms
Average time for distributed VDM execution: 11118 ms
Percentage overhead 3.32%

85 Kbytes Payload JMS Overhead VDM Test Result

Similar overhead costs were observed in other test runs. This overhead (between 3% and
4%) can be considered acceptable given the distance between the client and application
server. Furthermore it was observed that the overhead was not significantly increased when
the payload increased for the same time of non-distributed exection. This is borne out by the
following results.
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Payload 165 Kbytes
Average time for non-distributed VDM execution: 10761 ms
Average time for distributed VDM execution: 10987 ms
Percentage overhead 2.10%

165 Kbytes Payload JMS Overhead VDM Test Result

Payload 325 Kbytes
Average time for non-distributed VDM execution: 10761 ms
Average time for distributed VDM execution: 10989 ms
Percentage overhead 2.12%

325 Kbytes Payload JMS Overhead VDM Test Result

A further result (below) with a faster VDM execution time and a payload of 192Kbytes gives
a less favourable result.

Payload 192 Kbytes
Average time for non-distributed VDM execution: 3922 ms
Average time for distributed VDM execution: 4222 ms
Percentage overhead 7.65%

325 Kbytes Payload JMS Overhead VDM Test Result

This is to be expected as the processing cost for marshalling and unmarshalling the
messages and processing the message queues will be the same for similar size payloads
and independent of the VDM execution overhead. Therefore the faster the VDM sample the
higher this measurement of the overhead.

The overall main overhead, even in this distributed scenario execution, is the visualisation
aspect of the VDM pipeline. The performance of the distributed VDM system could be
improved by locating this part of the pipeline to a high spec machine dedicated to the
visualisation of results.
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7 Conclusion

The Visual Data Mining workpackage proved as an essential part of the INTERMON
project.

The results of visual data mining based on filtering technology were included in simulation
tools for performance data mining and presentations.

During the INTERMON project work the 3D topology proved its usefulness. The interface
was designed for interoperability with the tools of partners from other workpackages. This
allowed the BGP detectors and simulators to use the visualisation for their configuration and
results output.

Nevertheless for simple networks with a small number of nodes a full sized 3D visualisation
is oversized. Handling of 2D networks can be emulated using a top view of the scenery, the
hardware requirements increase using this kind of topology rendering. Here the traffic matrix
visualisation fits and can be used for smaller networks with lesser requirements on graphics
hardware.

For full scale visualisations which need to switch between different levels of granularity the
3D visualisation is able to fulfil the different needs for configuration, flexibility and
customisability.

The pattern analysis is starts from simple techniques such as linear approximation and
goes to enhanced filters for frequency and correlation analysis. Visual data mining of outliers
has been found especially useful in study of patterns for VolP communication in inter-domain
environment [MNA 04]. Incorporation of visual data mining of QoS parameter patterns in
specialised tools and especially the study of network delay patterns for optimisation of VolP
applications is integrated in INTERMON and initially evaluated in restricted trials. The further
usage of these features in practical contexts and business scenarios should show usability of
visual data mining for inter-domain QoS parameter data.
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