
Path-Coupled Configuration of Passive Measurements

Frederic Raspall
NEC Europe Ltd.

Network Laboratories Heidelberg
E-mail: raspall@netlab.nec.de

Juergen Quittek
NEC Europe Ltd.

Network Laboratories Heidelberg
E-mail: quittek@netlab.nec.de

Marcus Brunner
NEC Europe Ltd.

Network Laboratories Heidelberg
E-mail: brunner@netlab.nec.de

Miquel Martin
NEC Europe Ltd.

Network Laboratories Heidelberg
E-mail: miquel@netlab.nec.de

Abstract

Passive and active technologies are available for mea-
suring hop-by-hop properties of traffic along its path
through the Internet. Passive technologies can measure
these properties accurately, but configuring them for the
measurement of a particular traffic flow at all hops requires
significant overhead for measurement configuration. This
problem does not apply to active measurements, such as
traceroute, because probing packets automatically follow
the same path as the traffic flow to be measured. However,
active techniques measure properties/conditions of the in-
jected traffic, which may differ from those of the traffic of
interest. This paper describes an approach that combines
the advantages of both worlds. We use path-coupled sig-
naling for configuring passive hop-by-hop measurements
along the path of a traffic flow of interest. We identify
the advantages and disadvantages of the approach and de-
scribe our prototype implementation.1

1 Introduction

There are several applications including traffic engineer-
ing and SLA monitoring for which it would be desirable to
know the properties of a specific traffic flow along its path
through the network. The knowledge of hop-by-hop loss
ratio, delay, jitter and other properties experienced by the
traffic of interest could be used, for example, to identify
which hops contribute most to loss, delay and jitter. While
existing active methods can provide path-related measure-
ments (for example, traceroute measures hop-by-hop de-
lay), they measure properties of injected traffic and not nec-

1This work was partially funded by the EU within the EU IST INTER-
MON project.

essarily of the traffic of interest. Passive measurements can
provide more accurate information about the traffic of in-
terest. Their disadvantages are that they first need to ac-
quire topology information in order to know which node to
configure, and they are expensive in terms of configuration.
Each node on the path needs to be individually configured
to measure the particular traffic of interest and to report
measurement data to a desired data collector.

This paper describes an approach that overcomes these
disadvantages of passive measurements. It reduces the
configuration overhead and automatically determines the
nodes on the data path to be configured. The idea is to use a
path-coupled signaling protocol for measurement configu-
ration. Path-coupled signaling messages are sent along the
same path as the traffic flow to be measured. They carry
configuration information to the measurement probes, at
those nodes on the path which support this particular sig-
naling protocol.

The IETF Next Steps In Signaling (NSIS) WG is cur-
rently developing a so-called NSIS Transport Layer Proto-
col (NTLP) that is a hop-by-hop transport protocol Carry-
ing signaling information along a data path. The signaling
information itself is carried by NSIS Signaling Layer Pro-
tocols (NSLPs) that serve specific purposes. Currently, the
NSIS working group develops two NSLPs, one for QoS re-
source reservation and one for middlebox control. Our ap-
proach aims at an NSLP for traffic measurement. Similar
work has been proposed in [1].

The general idea is described in Section 2. Section 3.1
describes an existing measurement architecture that we de-
veloped and how we extended with the use of NSIS. The
implementation itself is described briefly in section 4. It
uses the upcoming IETF standards for the NTLP and the
Packet SAMPling (PSAMP) protocol.
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2 An Architecture for Path-coupled Mea-
surements

Our architecture is built on top of the IETF NSIS ap-
proach. The NTLP carries signaling information from a
sending node

���
to a destination node

���
. The path to

���
is determined by IP routing and is assumed to be the same
for all packets from

� �
to
� �

(which unfortunately does
not hold in some rare scenarios). At each node

�
on the

path, which supports NTLP, the NSLP payload of the sig-
naling message is processed before forwarding the (poten-
tially modified) message. The NTLP further ensures that
after the signaling message reaches its destination, a sig-
naling reply message sent back to the original source visits
again all nodes that processed the original message but in
reverse order. Figure 1 depicts a scenario with

���
,
���

and
an intermediate node

���
supporting our NTLP and NSLP.

Note that not all nodes may support the protocols nor the
measurements requested.
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Figure 1. General scenario for path-coupled
configuration of measurements

We use NTLP messages for configuring traffic measure-
ment at the visited nodes. Therefore, we have defined an
NSLP that can carry measurement configuration requests,
for example a five-tuple describing a micro flow or other
parameters specifying the attributes of the traffic to be mea-
sured, and the address of a data collector to which mea-
sured data should be reported. When a signaling message
is processed at a node, the following actions are performed:

1. A node not supporting NTLP and NSLP simply for-
wards the message.

2. Otherwise, it either accepts or rejects the request de-
pending on both its current status (CPU load, available

memory, existing number of requests, etc.) and on ac-
cess control policies.

3. If accepted, the request is stored but not yet activated.

4. If accepted, a counter in the signaling message is in-
cremented indicating the number of acceptances on
the path.

5. Then, the message is forwarded.

6. The request is stored for a pre-defined time

7. If a signaling reply message arrives before the request
timed out, then the requested measurement will be ac-
tivated at the node. This typically involves the setup of
a new filter according to the description of the traffic
to be measured. Note that a reply message is expected
from the recipient of the original signaling message.
This may contain an identifier of the request and the
number of accepted requests.

This way, different traffic flow measurements can be con-
figured. For hop-by-hop loss measurement, each node can
be requested to count packets for a specified flow and to
report counters to a data collector. There, losses per hop
can be computed. For hop-by-hop delay and jitter mea-
surement, each node can be configured to report packet
timestamps for all packets of the flow. They can be used
at data collectors for calculating per-hop delay, total delay,
per-hop contributions to jitter, and total jitter. Also accurate
loss measurements can be made this way.

Configuring passive traffic measurements in this way
has advantages and disadvantages. While advantages in-
clude:

� The nodes on the data path to be configured are auto-
matically discovered.

� The nodes on the path that do not support NTLP and
NSLP do not have any negative impact on measure-
ments conducted by other nodes.

� Only nodes on the data path are configured, no nodes
outside the path conduct unnecessary measurements.

� Nodes on the path only measure the traffic for which
there was an explicit request. This reduces resource
consumption at the nodes.

� The collectors to which measurement data is sent can
be arbitrarily located. They can be co-located with
nodes on the data-path or not.

Some disadvantages are:

Path-Coupled Configuration of Passive Measurements
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� The scalability of the approach is limited. If all flows
in a network are to be measured, then configuring pas-
sive measurement by conventional means is prefer-
able.

� While different levels of granularity may be possible,
the specification of the traffic of interest must be care-
fully done to ensure that only the traffic following a
specific path is measured.

� The measurement can only be requested from a node
on the path. A central network management station
cannot generate appropriate path-coupled signaling
messages.

3 Path-coupled delay and loss measurements

The use of a signaling hop-by-hop protocol with tight
control on the specific nodes being visited, such as NSIS,
offers new possibilities in the way measurements can be
taken in the network. In this section we explore an ex-
ample case. First we briefly summarize an architecture for
the measurement of One-Way-Delay(OWD) that we imple-
mented and presented in [3], inspired in the work in [2].
Then we show how, by extending the elements in this ar-
chitecture with NSIS functionality, new ways of measuring
delay, jitter and loss can be supported and how new services
could then be provided.

3.1 One-Way-Delay (OWD) measurement archi-
tecture

The OWD system described in [3] aims at building
transit delay matrices between any pair of ingress/egress
nodes within an autonomous network using passive mea-
surements, that is, by observing the traffic already flowing
through the network. This OWD architecture is build us-
ing two different entities:Measurement Points(MPs) and a
collector. MPs are located at the edges of a network where
they timestamp a subset of the packets passing by, that is
entering or leaving the network. The timestamps generated
by the MPs are sent to a collector, which correlates this
data to produce OWD estimates. The idea is to obtain a de-
lay sample by subtracting the timestamps generated when
observing the same packet at two different MPs. Figure 2
depicts the components in this architecture. For the OWD
estimation to be correct, several restrictions apply in this
process:

� The timestamps for the same packet generated at the
two MPs need to be offsets from the same reference
time, thus the MPs need to be clock-synchronized to
some extent. Enough degree of synchronization can
be achieved with the signal provided by a GPS re-
ceiver at a reasonable cost.
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Figure 2. OWD measurement architecture
and its components for the estimation of de-
lay matrices in a closed cloud

� The timestamps used for the computation of OWD
samples need to refer to the same packets, thus the
packets need to be univocally identified by pIDs.
These can be generated by applying hash functions to
the invariant packet header fields and payload2. In
a series of unreported experiments we show the exis-
tence of suitable hash functions3 for pID generation.

� There is a certain probability of collision4 inherent to
the process of pID generation using hash functions.
These collisions should be detected and corrected to
avoid the computation of wrong delay samples, and
we show also in [3] a possible way to achieve that.

� For scalability reasons, not every packet traversing a
MP is to be measured. The system allows the selec-
tion of a fraction of the traffic bysubsampling. How-
ever, not every sampling scheme is feasible, since the
same packets must be selected at the two MPs, or, in
other words, if a packet is selected at one MP, it should
be selected at the other MP. This functionality can be
achieved also by using a hash function and consider-
ing for measurement the packets whose hash value fall
within some ”selection range”5.

2by invariant we refer to those header fields that do not change from
hop to hop. E.g. the TTL is not invariant. In order to ensure that a packet
is identified by the same pID, the hash function must be appliedto fields
that do not change.

3computationally efficient and with low collision probability
4i.e. having two different packets with the same pID
5note that the hash function used and the selection range chosen must

be the same at the two MPS.

IPS 2004 Budapest, Hungary
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	 For some traffic to be measured, it must be observed at
two MPs. If some traffic is only observed at one MP,
no delay estimation for that traffic is possible. Also,
the reporting of timestamps and pIDs for packets be-
ing observed at only one MP will waste bandwidth
and processing resources at the MP and at the collec-
tor. This is actually the reason why the edges of the
network are good places to put the MPs, since they
confine a closed portion of a network.

A limitation of the original architecture is that there is
a restriction on the location of MPs. They need to be de-
ployed carefully so that all traffic crossing one of them will
cross another one. Traffic being observed at only one MP
leads to a waste of of bandwidth and post-processing at the
collector since no delay sample for that traffic will be pos-
sible anyway.

Also, the system described in [2] allows for the mea-
surement of one-way transit times, but with limited control
on the nature of the traffic being measured. That is, the
selection of the traffic is ”blind” since it relies on aselec-
tion rangein the hash co-domain, and there is little con-
trol on the sort of traffic that will fall within that range.
While this level control is enough for certain applications,
it may not be for others. In [3] a filtering block was added
to the scheme in [2] that, based on some traffic specification
(measurement task) allowed the early selection of a specific
traffic type. The problem is then to know in which MP
to place a specific measurement task since it is not always
easy to know the path a specific traffic will follow. That is,
while some measurement tasks can be applied to all MPs in
the cloud to estimate the transit delay matrices correspond-
ing, for instance, to specific per-protocol aggregates or per-
class-of-service aggregates, it is inefficient to do so when
the targeted traffic (measurement task) aims at the selec-
tion of a flow following a specific path, or, in other words,
crossing only one egress MP. Specifically if the selection
of traffic is to be done based on the source or destination
addresses6 the knowledge of the MPs that the specific flow
will traverse is required in order to avoid to configure all
MPs. Configuring all of the MPs constitutes unnecessary
overhead, wastes memory at the MPs and forces them to
inspect and match the traffic against an unnecessary rule.
Figure 3 describes these two limitations.

The use of a path-coupled signaling protocol may be a
way to overcome these limitations: when the specific type
of traffic is to be measured, a signaling message is sent
along the same path that the traffic will follow to configure
only those MPs on that path with the proper measurement
task.

6As it could be in the process of validating the SLA for a specific
customer

3.2 Path-coupled delay and loss measurements

As already pointed out in the previous section, the usage
of a path-coupled signaling protocol to selectively config-
ure the measurement entities in a single path can be useful.
In the case of the OWD architecture, the use of NSIS elim-
inates the restrictions on the location of the MPs to ”en-
close” a portion of the network, allowing them to be spread
around. It also avoids the configuration of all MPs and thus
the better usage of the network resources. In this section
we describe how, besides extending the usage possibilities
of some types of measurements, it allows for other types in
a more end-to-end fashion.

With NSIS, the MPs observe, timestamp and report only
on those packets matching a specific filter, which is setup
only at those MPs on the path that the traffic of interest
will follow. The only restriction is that the filtering has to
accept only the traffic flowing through the path where the
filters are setup, which is the path followed by the signaling
messages.

Note that the use of filters does not eliminate the need of
identifying the packets with pIDs, since packets (and thus,
timestamps) can be lost or reordered. In addition, the use of
filters restricts the nature of the traffic being observed and
this can be exploited to reduce the collision probability in
the process of generating pIDs with a hash function. Also,
the reporting of the filter identifier makes it easier to detect
possible collisions. If the traffic of interest visits the MPs
that have been configured7, we can assume that if a pair
���
����������

is reported by some but not all of the MPs, a
packet loss has occurred. When using filters, if they are
restrictive enough there is no need to subsample since the
amount of traffic being measured is small. This has the
implication that the overall number of losses for the traffic
of interest can be computed as compared to the case when
no filtering but subsampling is used, in which the detection
of losses is possible only for those packets falling within
the ”selection range”.

Based on this, the combination of NSIS and OWD al-
lows for the measurement of not only the delay experienced
by the targeted traffic along a segment of a path, but also
for total losses, which in turn allow for the estimation of
the jitter at the collector. In order to report on the number
of bytes lost, we extended the report messages to include
the length of every packet being reported. This additional
information also allows to better detect the collisions, at
the collector: two reports with the same pID but different
length correspond to two different packets colliding in the
pID domain.

Consider the situation depicted in figure 4, where three
MPs


������������! �"�#%$&���!'(�
are configured to filter and

measure some traffic of interest

��*)+�

. Obviously the sys-

7which can be enforced by NSIS
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Figure 3. Two of the limitations of the OWD architecture. Lef t: usage in an open environment may
lead to the reporting of traffic observed at only one MP. Right: for the measurement of some types
of traffic, all MPs need to be unnecessarily configured unless routing information is available.

tem will not report on any loss occurring before,�-/. . If
a tuple for a specific pID is reported from,�-!. , ,�-!0 and
,�-!1 , then it is possible to generate delay samples from
,�-2. to ,�-20 , from ,�-!0 to ,�-!1 and thus from,�-!. to
,�-!1 . If a tuple for a specific pID is observed at,�-/.
and at,�- 0 but not at,�- 1 then the packet was probably
lost between,�- 0 and ,�- 1 . If a pID is only observed in
,�- . , then the packet was lost in between,�- . and ,�- 0 .
A pID being observed at,�- . and at,�- 1 but not at,�- 0
could indicate that a problem had occurred at,�- 0 (e.g. the
MP is overloaded), or that the packet followed a different
path due to a change in the routing setup or due some load
balancing mechanism. Since packet loss can be detected
to some extent, the collector can consider them when cal-
culating jitter. We are currently working in different ways
of computing these estimates considering this new environ-
ment and that other situations than those described may oc-
cur. For example, the reception of a big number of reports
from only one MP may indicate a change in the routing
at some node. We are also finalizing the definition of the
architecture by defining different modes of operation: one

without filters, which may be used when performing mea-
surements for traffic engineering purposes and other with
filters and NSIS, to be used for instance for the monitoring
of specific traffic types, for SLA validation or as a value-
added service in a VPN scenario.

4 Implementation

We have extended our implementation of the MPs in
the OWD architecture to provide path-coupled measure-
ments. The MPs were implemented as Linux/PC boxes.
The traffic being measured was captured by means of the
well-known libpcap packet capturing library. The library
provides copies of sniffed packets from a certain network
interface. It also provides a timestamp, which is the one put
by the kernel when the device driver queues the packet in
the input queue (known as backlog queue). In order to syn-
chronize the MPs we used GPS receivers to synchronize
the PC’s internal clocks, from which the kernel generates
the timestamps. The hash function used to generate the
pID’s is the mmh function, which provides low collision
probability at a small computational cost. The exporting
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Figure 4. By enhancing the MPs with NSIS
functionality, the delay in a single segment of
the network can be estimated for a specific
traffic. Also, loss and jitter can be estimated
at the collector.

to a collector was done in a way inline with the ideas being
proposed by the IETF PSAMP WG. As a transport protocol
we used TCP to provide reliability and 6 depicts the struc-
ture of the report messages sent by the MPs to the collector.
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Figure 6. Format of the report messages sent
by the MPs

In order to support the hop-by-hop signaling the MPs
need to capture the NSIS packets that traverse them, inter-
pret them, and act upon them accordingly. This may in-
volve manipulating the packet, dropping it or injecting it

back to the network so that it follows the path until the next
node. To have this functionality we used theLibIPQ library
that works with the Linux Netfilter architecture. By setting
up appropriate match rules in the IPTables firewall, packets
are sent to a kernel queue, whichLibIPQ can access, ef-
fectively retrieving the packets from kernel space and into
user space, where they can be read and manipulated. Af-
terwards, the packet can be released (modified or not) and
dropped. We implemented an NSIS engine by usingLi-
bIPQ and raw sockets for the creation of NSIS messages.
To support the configuration of measurement tasks at the
MPs we defined two NTLP messages specific for OWD
measurements. One of them is for the specification of the
traffic to be measured, i.e. the measurement task (OWD-
CONFIG). The other one (OWD-ACTIVATE) is for the ac-
tivation of such a measurement task. When the NSIS en-
gine receives a signaling message of type OWD-CONFIG
it creates an entry in the set of measurement tasks. This en-
try may be further activated upon the reception of an OWD-
ACTIVATE or cleared after some predefined timeout. We
did a preliminary implementation of the NSIS engine and
the NTLP, since their standardization is not completed yet.
Figure 5 depicts the software components of our implemen-
tation.

5 Conclusions

Active measurements typically involve the injection of
probing traffic to infer some metric related to the status of
a path within a network, like end-to-end delay or available
bandwidth. The result of the measurements with active
techniques can be affected by this injected traffic or relate
more to it than to the existing one. Passive measurements
on the other hand, can discover properties like the com-
position of the existing traffic crossing a specific point in
the network, providing richer information but with a lim-
ited scope and they require the configuration of equipment.
There are situations in which passive techniques are prefer-
able but they are difficult to configure since sometimes it is
unknown the path that the targeted traffic will follow.

In this paper we discuss the usage of a path-coupled sig-
naling protocol to automatically configure for passive mea-
surements only those nodes that the traffic to be measured
will visit. We describe an example measurement architec-
ture and how it can be enhanced by the use of a signaling
protocol to extend its flexibility and functionality. We have
implemented preliminary software prototypes of the com-
ponents of the complete measurement system and are in the
process of understanding how the data in this new setup
can be better exploited to infer more on the conditions of
the network and the ones experienced by the traffic being
measured.
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Figure 5. Software implementation of the NSIS-enhanced OWD M easurement Point in a Linux/PC.

References

[1] Alban Couturier, “Signaling for qos measurement,” In-
ternet draft, May 2003.

[2] Tanja Zseby, Sebastian Zander, and Georg Carle,
“Evaluation of building blocks for passive one-way-
delay measurements,” Passive and Active Measure-
ments Workshop, PAM, 2001.

[3] S. Niccolini, M. Molina, F. Raspall, and S. Tartarelli,
“Design and implementation of a one way delay pas-
sive measurement system,” to appear in NOMS, 2004.

[4] S. Niccolini, S. Tartarelli, F. Raspall, and M. Molina,
“Analysis of hash functions and synchronization tech-
niques for one way delay estimation,” submitted to
ICC’04, 2004.

IPS 2004 Budapest, Hungary

111


	Table of Contents
	Inter-domain Routing and Networking
	Acquisition, Modelling and Visualisation of Inter-domain Routing Data
	Dynamic Analysis of the Autonomous System Graph
	A Topology Discovery Module Based on a Hybrid Methodology
	Algorithms for the Inference of the Commercial Relationships between Autonomous Systems

	Inter-domain QoS and Traffic Engineering
	Optimised Multi Homing - an Approach for Inter-Domain Traffic Engineering
	On Inter-domain Admission Control Supported by Measurements for Multi-domain IP QoS Network
	Inter-domain Communication and Data Exchange
	Network Monitoring as a Key to the Success of Traffic Engineering Techniques
	Implementation of a Simple Bandwidth Broker for DiffServ Networks
	A Novel Scheme for End-to-End Protection in a Multi-area Network

	Inter-domain Measurement and Monitoring
	INTERMON Architecture for Complex QoS Analysis in Inter-domain Environment
	Path-Coupled Configuration of Passive Measurements
	Implementation of a General-Purpose Network Measurement System
	SCAMPI - A Scalable Monitoring Platform for the Internet

	Inter-domain Simulation
	The INTERMON Simulation Framework
	Simulating Router- and Domain Characteristics
	Efficient Inter-domain Quality of Service Simulation Based on Time Series Information

	Performance Measurement and Monitoring
	Performance Measurement of Routers using Conformance Testing Methods
	Automated Negotiation for On-Demand Inter-Domain Performance Monitoring
	Performance Implications of IPSec Deployment
	Dynamic Monitoring Architecture for Spatio Temporal QoS and Traffic Mapping in Inter-domain Environment

	QoS Pattern Analysis and Modelling
	Automated Analysis of Network QoS Parameters for Voice over IP Applications
	Improving Quality of Service Parameter Prediction with Preliminary Outlier Detection
	Cause and Effect of Anomalous Events on QoS Parameters
	Mobility Pattern Detection for Quality of Service Enhancements

	Invited Talks and Tutorials
	Top Problems of the Internet and what Sysadmins and Researchers can do to Help
	A BGP-4 Crash Course (Tutorial)
	An Introduction to the Theory and Practice of Interdomain Routing (Tutorial)
	Towards Advanced Technologies for Measurement Based Resource and QoS Planning in Large Scale Internet
	Active Monitoring Toolkit for Long-term QoS Analysis in Large Scale Internet
	BGP-4 Protocol Patterns and Their Impact on QoS Behavior
	BGP-4 Protocol Patterns and Their Impact on QoS Behavior (Slides)
	Network Composition and Connectivity (Slides)

	Author Index

