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Abstract The method we propose combines the preliminary out-
lier detection and elimination with the forecasting of QoS
Wide-spread real-time applications make it necessary parameter values based on the Auto-Regressive Integrated
for service providers to guarantee QoS parameters. This Moving Average (ARIMA) modeling technique [1]. It is
requires precise forecast of network traffic. A possible used in different researches for modeling and forecasting
method of the forecast is measuring traffic then analyzing traffic and QoS parameter values in telecommunication net-
it and fitting model to the measured data, finally predict- works. ARIMA is a linear time series forecasting model,
ing the observed parameter using the fitted model. Thebecause it assumes that the dependency of a future value
efficiency of the prediction is decreased by outlying sam- on the past values is linear.
ples (so called outliers) found in the time series data. We
developed a new tool that is able to detect and eliminate  Similar approach in economy for financial time series
the outliers from time series data. This tool is capable to data is proposed by [4] and realized in the public domain
handle large sets of time series data fast and efficiently. economical software [10]. Being designed for economical
We also propose a method to predict QoS parameters usjpurposes this software is capable to handle only a small
ing the ARIMA (Auto-Regressive Integrated Moving Aver- set of data, but during measurements in telecommunica-
age) model, which is based on a preliminary detection and tion networks often large sets of data are produced. We
elimination of outliers. We have proven that this method in- have developed a new tool that is capable to handle large
creases the efficiency of the prediction significantly by fore- sets of data. Our software can detect and eliminate outliers
casting real measurement data. in time series data fast and efficiently. It replaces outliers
with more appropriate values for the forecasting. Our algo-
rithm implemented in the software is based on the so called
1. Introduction L.O.C.I. algorithm proposed in [13]. The program is able
to set the parameters automatically so it does not require
Nowadays appropriate Quality of Service parameters user interaction. The algorithm was validated using syn-
guaranteed by Service Providers are more and more importhetic and measured data sets, and the results show that the
tant for end users. Service Providers need to forecast Qualdetection and elimination of outliers is fast and efficient.
ity of Service parameters as precisely as possible based on
real measurement data in order to plan the assignment of This paper is organized as follows. Section 2 is about
resources, applications and users. The prediction has tdhe detection of outliers in time series data. We present our
consider that most real measurement data series contaimew algorithm (based on the so-called L.O.C.I. algorithm)
outliers that are extreme fluctuations caused by local ran-in section 3. Section 4 introduces the tool we have devel-
dom events. Outliers are specific patterns (extreme valuespped, and validates it. We examine the effect of the prelim-
that do not follow the characteristic distribution of the rest inary outlier detection and elimination on the efficiency of
of the samples. Outliers can have significant impact on thethe prediction in section 5. Section 6 concludes this paper
statistical estimates in data analysis and modelling. with further outlook.
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2. Outlier detection in time series data 3. Our algorithm

Intuitively, outliers can be defined as given by Hawkins ~ Our algorithm implemented in the software is based on
[5]: “An outlier is an observation that deviates so much the so called L.O.C.1. algorithm proposed in [13]. We com-
from other observations as to arouse suspicion that it wasbined the advantages of the distance-based and density-
generated by a different mechanism.” Outliers are outly- based approaches. We examine only a small neighborhood
ing samples found in time series data which are useless forof the given point, this way problems will not occur if the
forecasting. These pieces of data are produced by randonParameters of the data are very different from each other in
errors (e.g., route failures, misconfiguration, etc.). Outliers different regions of the data set. Within the neighborhood
can have significant impact on the estimates of the modelWe decide whether the sample is outlier or not based on

parameters of the time series data. the statistical characteristics of the members of the neigh-
The existing approaches to outlier detection can be clas-Porhood. Our algorithm works with two different kinds of
sified into the following five categories: neighborhood.
o Distribution-based approachThese algorithms con- —*—
tain some standard distribution model (Normal, Pois- value | | |
son, etc.) and recognized as outliers those objects | x prrange |

which deviate from the model [14]. Their greatest dis- | |
advantage is that the distribution of the measurement |
data is unknown in practice. Often a large number of x x x
tests are required in order to decide which distribution x

model the measurement data follow (if thereisany). | , 7T

e Depth-based approachThis is based on computa- |

tional geometry and computes different layersced >
convex hulls [7]. Objects in the outer layer are de-
tected as outliers. However, it is a well-known fact Figure 1. Neighborhoods.

that the algorithms employed suffer from the dimen-

sionality curse and cannot cope with larfge
The sampling neighborhood or-neighborhood (see

e Clustering approach These algorithms classify the Figure 1) is a 2 wide interval. In Figure 1 the actually ex-
input data. They detect outliers as by-products [6]. amined point is denoted by a bold x. The dashed lines are
However, since the main objective is clustering, they the borders of the sampling neighborhood. For each sam-
are not optimized for outlier detection. ple of this region a smaller neighborhood is defined. This

is the counting neighborhood. For some points on the fig-

» Distance-based approachThis was originally pro- e the counting neighborhood is shown (dotted line). This
posed by Knorr and Ng [8, 9]. An object in a data nejghborhood is characterized by two parametersd. In
setP is a distance-based outlier if at least a fraction thpig region the density of the neighborhood is examined.
b of the objects inP are further than from it. This i the neighborhood-density of the actually examined point
outlier definition is based on a single, global criterion s significantly different from the average neighborhood-
determined by the parametersndb. Problems may  gensity over the sampling neighborhood the point is recog-
occur if the parameters of the data are very different pjzed as an outlier. The neighborhood-density is basically
from each other in different regions of the data set.  getermined by the number of the samples in the counting

neighborhood. So far the algorithm has three main param-

eters. The parameter is the radius of the sampling neigh-
borhood. They and parameters are necessary for the def-
inition of the counting neighborhood. Besides we need one
more parameterk(, which determines the “strictness” of
the detection. Table 1 contains the basic definitions needed
to define thek parameter.

For anyp;, r, « and 3 we define the deviation factor

Our algorithm described in section 3 combines the (PF) as:

advantages of the distance-based and density-based ap- DF ~ nlps, 7, B) — n(p;, T, B)
proaches. (b1, 6) = A(pirr o, )

e Density-based approachThis algorithm was pro-
posed by Breunig [2]. This procedure assigns a Local
Outlier Factor (LOF) to each sample based on their
local neighborhood density. Samples with high LOF
value are identified as outliers. The disadvantage of
this solution is that it is very sensitive to parameters
defining the neighborhood.

)
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The data setP = (p1,p2, ..., pN)

Pap'i

The set of--neighbors of;.
N(pla T) =
(i+7)}

:{pmep‘(i_r)g‘rg
The number of-neighbors.
n(pi;r) = |N(pi,r)|

The number of samples in th
counting neighborhood of.

N(pi,r)

n(pi,)

D

n(p,a, B)

Average ofu(p, a, 3) over the set of]
r-neighbors ofp;

ﬁ(piaraavﬁ) =

ﬁ(Piﬂ", O‘aﬂ)

pEN(pg,r) n(p,ap)

n(pi,r)

Standard deviation ofn(p, «
over the set of-neighbors of;

oa(pisryo, ) =

¢z N

Deviation Factor fop;.
In details see below.

. B)
J'fl(pia rvaaﬁ)

(n(p,a,0)=A(p;,ra,0))?

n(p;,r)

DF(p’L'7T7 a’lB)

Normalized deviation (thus, di
rectly comparable t® F).

In details see below.

JDF(pia rvavﬁ)

Table 1. Symbols and definitions

Note that ther-neighborhood for an objegt; always
containsgp;. This implies that the denominator of the above

might be incorrect because of the different local charac-
teristics. In default settings the value ofs 10% of the
number of the samples but maximum 50.

For the results presented below the values of parameters
« and g are the same. If the values of these parameters
are too low it can happen that even correct samples will
not have neighbors, while if the values are too high almost
every sample belongs to the neighborhood so the outlier
will not be outside the triple deviation. In default settings
the values otv and are between 0.1 and 0.05 depending
on the value of-.

The automatic parameter setting are not optimal yet, but
we still achieved good results (see below). However, there
are problems in fast changing time series that needs to be
examined in more detail.

4. Outlier Detection and Remove Tool

We have developed a new tool (Outlier Detection and
Remove Tool) that is able to handle large sets of data fast
and efficiently. This program runs under Microsoft Win-
dows. The software is able to set the parameters of the
algorithm automatically, so it can handle large sets of data
efficiently without user interactions. In order to validate
the algorithm we have made a large number of tests. Dur-
ing the tests we used the automatic parameter settings. We
used many ARIMA time series synthetic data with differ-
ent parameters. To these time series data additive outliers
were added by a special program made for this purpose.
So we could examine how efficient the algorithm is in the
different cases, what percent of the added outliers is rec-
ognized. During the validation we examined the speed of
the algorithm (see Figure 2), the effect of the number of
outliers on the detection, the effect of the distribution of

fraction is always greater than zero and so the above quanthe outliers on the detection, and some special cases (e.g.,

tity is always defined.
We defineopr(p;, 7, o, 8) as the normalized standard
deviation ofn(p, a, B) for p € N(p;,r) as

Uﬁ(pi7 T, Q, [)))
; ,3) = ————2~. 2
O-DF(prvO/aﬁ) ﬁ(p“na’ﬁ) ( )
Points are flagged as outliers if
DF(piaraaaﬂ)Zk'UDF(piaraaaﬁ)' (3)

Thus, as we mentioned above, paramételetermines
the “strictness” of the detection.

Let k£ be about 3 and let us suppose that the distribution
of the samples is normal. In this case less than 1% is the
chance that a sample (which is not outlier) lies outside the
triple deviation (and is flagged as outlier). Automatically
the parametet is set to 2.8. If the value of parameters
too low, we do not have enough data to determine the de-
viation exactly. If the value is too high then the detection

negative outliers, level-shift outliers, etc.).
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Figure 2. The speed of the algorithm.

We examined the speed of the algorithm using automatic
parameter settings. If the number of the samples is more
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than 500 the parameters are fix values, so the speed of thetationary autoregressive moving-average model (ARMA)
algorithm is linear. (In this scenario the hardware was: Intel combines the autoregressive (AR) and the moving aver-
P4 2,4GHz processor, ABIT BD7II motherboard, 256 MB age (MA) processes. An autoregressive process of order

RAM.) p (AR(p)) is defined by

When we examined the effect of the number of outliers
on the detection, the number of the added outliers was 4- Ty =C1T—1+ o+ -+ iy + e, (4)
13% of the number of the samples. We made 200 tests, the i
results are shown in Figure 3. wherecy, . .., ¢, are constants, ang denotes a series of

i.i.d. random variables with zero mean and varianéeA

moving average process of ordgfMA(¢)) is defined by
o, o, 8
g 100% 0/4 7o :@ Ty = dlat—l + dgEt_Q + -+ dqet—q + €t (5)
= A S
§ ' = with thed, . . . d, constants being the model parameters.
g 90% S \ 0,2% 3 & An ARMA(p,q) process is thus defined by
3 I -
L bR g Ty = o1+ Ty + -+ CpTp_p + (6)
Ny .
80% — =1 00% ° b odiepy bttt dgeig t e (7)
4% 8% 12%

Many time series encountered in practice are nonstation-
ary. For these series, simple ARMA models are typically
Recognized outliers inadequate. However the differenced series may be sta-
tionary. Box and Jenkins (1976) developed a methodol-
ogy for fitting ARMA models to differenced data. These
are known as autoregressive integrated moving average
(ARIMA) models [11]. For an ARIMAp,d,q) process
its dth difference is an ARMAY,q) process. Yule-Walker
equations algorithm is to be used in fitting the autoregres-

Solid line and the left hand side ordinate denote the rec- Sion model. The automatic model identification procedure
ognized outliers, dotted line and the right hand side ordi- Was realized using S-PLUS 2000 [11, 17].
nate denote the data flagged in the original series. Based
on the results we concluded that in the interval 5-10% of 5.2. QoS prediction with outlier removal
added outliers the algorithm recognizes almost 100% of the
outliers while less than 0.2% of the original series data is  Most of data sets contain outliers as the consequences of

Number of the outliers

= = = Data flagged in the original series

Figure 3. The effect of the number of outliers.

flagged as outliers. local, irregular random events which are extreme, non in-
terpretable values. With the detection and removal of these
5. QoS parameter prediction abnormal data, we can eliminate their influence on our fore-

cast. Figure 4 illustrates the co-operation between Outlier
Since the last decade, the use of real-time applicationsDetection and Remove Tool (ODRT) and ARIMA based
is rapidly spreading. To fulfill the request of the users, the forecasting.
network operators are required to provide the adequate ser- In the following we will demonstrate the improvement
vice quality (QoS). To do this, it is important for internet in our prediction with former outlier detection and removal.
service providers to forecast traffic parameters as accuratene performed our analysis on real network measured data
as possible based on real network measurements to plagets. A part of the time series we have applied is based

resource distributions. on real traffic measurement between two computers on the
department. The other part of time series was provided
5.1. ARIMA modeling and forecasting by Salzburg Research, Austria. End-to-end delay is moni-

tored between Salzburg Research and the network provider
ARIMA models are useful for a wide variety of prob- (Austria Telekom). The end-to-end delay measurement ap-
lems including forecasting, spectral elimination, as well as proach is based on GPS clock synchronisation [12]. In or-
providing a summary of the data. Box and Jenkins (1976) der to prove the efficiency of the method we have analyzed
give a comprehensive account of ARIMA modelling, and several data sets, each containing 1000 elements. Based
discussions of ARIMA models can be found in many re- on the first 95% of the data we have forecasted the last 50
cent textbooks for time series (see, for example [1, 3]). A values. During the outlier detection and the forecasting,
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< START > lier detection (thick black line). If we use the original data

eade series as input of the method, the results do not follow the
oeties values of the original time series.
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Figure 6. Influence of the outlier detection (1).

Figure 4. Co-operation between ODRT and

ARIMA forecasting. Figure 7 shows the original series (thick grey line), the
prediction without preliminary outlier detection (thin black
line) and the prediction with preliminary outlier detection
(thick black line). The chart describes, that the prediction

we used the automatic parameter settings. For specifying/Vithout preliminary outlier removal becomes a flat line,
the order of the model, we received a relatively high (25- While if the outliers are removed in advance, the forecast
35) value. To evaluate the measurement results we comfollows the pattern of the original time series well.

pared three series in one chart: the original, the forecasted
upon the original and the forecasted upon the cleaned se-
ries. First we demonstrate a case when the values, beside
the outliers, are fluctuating in small range. The original and
the filtered series are depicted in Figure 5.
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sampling time 6. Conclusions and future work

Figure 5. The original and the filtered series. o _
The results show that the method of preliminary outlier

detection significantly improves the prediction.

It can be seen from Figure 6 that even after 50 data, the  Until now we replace the value that was masked by the
results of the outlier detection method follows the original outlier with the mean of neighbour data. Instead, a linear
values well. Figure 6 shows the original series (thick grey prediction or other method could also be used to estimate
line), the prediction without preliminary outlier detection the original masked value. To analyse the impact of this
(thin black line) and the prediction with preliminary out- method is to be discussed in the future as well.
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