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Abstract Topology discovery is important, because considering the
QoS, we have to differentiate in practice between:
- very stable connections ( e.g. based an resource

This paper presents the CM toolset active monitoring ~ reservations for VPN ),

toolkit based on the controlled interaction between - Mmedium stable connections ( e.g. DiffServ supported
different components and integrated data base to support ~ routes) and ) . )
longterm QoS analysis in large scale Internet. - (very) unstable connections ( the today inter-domain

Initially developed in the AQUILA EU project for QoS situation ).
/SLA monitoring, the CM Toolset was enhanced in The most simple approach for analysis of unstable
INTERMON EU project with new facilities for active connections is to find temporarily structures with ,less
topology discovery (traceroute) and time series data unstable® QoS characteristics:
analysis of QoS parameter data to get valid and useful- dividing the measurements of a day into hours (
status information over long time for performance and temporal decomposition) with motivation : the same
fault management, network resource planning and active ~ daily hours have more similar QoS behaviour than
QO0S/SLA monitoring. The paper shows the collaborative  different daily hours
usage of the tools and the role of the integrated data bas -  dividing the measurements from based on alternative
to support QoS analysis for longterm performance topology paths with motivation: the QoS behaviour is
management scenarios. different for different routes

The paper discusses based on scenarios methods fof herefore the CM Toolset active measurement tool [9],
QoS time series pattern analysis, especially the usége enhanced in the framework of INTERMON project [1], is
linear approximation for supporting for efficient designed to monitor QoS values considering topology
representation and understanding of long term QoS changes. This can be done either by the traceroute or by
parameter data describing the quality of inter-domain reading the TTL-field change at the receiving CMToolset
Internet connections. Based on real QoS and topologyagdent side.
monitoring data collected in the CMToolset data base, For longterm QoS analysis, time series data analysis
involving European Internet Providers, ,what-if* combined with the estimation of gradients is an
analysis based on gradient descriptions of increase /appropriate approach. In general, there are two

decrease patterns is discussed. measurements ,techniques” to estimate gradients :
- linear approximation by the difference quotient
1. Introduction - perturbation analysis.

The perturbation analysis [6] uses the structural
- . _knowledge about the system ( e.g. M/G/1-System ) to
!_ongterm QoS. analysis in Iarg.e scale Internet requiresyorive  the gradient information from only one
Integration of (gffereqt tqchnolog|e§. h S in diff measurement with a fixed load.. Because of the comple
) ?‘C“V‘? Qo lmonltorlng to study the QOS in different ;e gomain queuing system with many routers and non-
time |nterva_ls ) Markovian inputs this approach is not integrated.

. topology discovery to derive topology changes and |, ¢y Toolset, time series data analysis based on
behsawoulr . 4 modeli btai ful data f piecewise linear approximation [2], [7] is integrated to

- QoS analayis and modeling to obtain useful data Orprovide efficient abstractions for QoS capacity plagnin

o performance, fault and other rgaqagerrr:ent goals. Sin spatio-temporal context. This work describes anslysi
These concepts are integrated in the active QO0Syoihods hased on the integrated piecewise linear

monitoring toolk:]t.called CM Toolset which is part of the approximation with gradient analysis considering long
INTERMON architecture [1]. term QoS parameter data stored in CM Toolset daga ba
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with corresponding topology data (i.e. multivariate time
series data) for selected inter-domain connections.

The paper address the facilities of the Piecewisedrin
Approximation (PLA) of QoS parameter data combined

with the gradient estimation in a real world measurement
scenario for inter-domain performance management and

QoS planning.

2. CM Tooset Active QoS monitoring and
analysis toolkit

2.1 CM Toolset Integrated Architecture

CM Toolset is integrated architecture for QoS moni@rin

and analysis. Figure 1 shows the structure of the

(T T
I

The interaction of components for active QoS monitoring
in CM Toolset is shown in the following figure:
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Figure 1: CM Toolset integrated active QoS
monitoring and analysis architecture

CM Toolset is part of INTERMON architecture [1] and
can be used in this context for inter-domain QoS aisalys
providing active QoS measurements.

2.2 QoS Monitoring and Traffic Emulation

CM Toolset is a distributed architecture for activeSQ
monitoring.

Figure 2: Distributed active QoS monitoring

CM-Toolset implementation architecture includes the

following components:

- Distributed Measurement Agents, which perform the
QoS monitoring and topology trace scenarios

- Mysgl Cmbase including QoS monitoring and
traceroute topology data (part of the INTERMON
integrated data base [1])

- WWW GUI enhanced with visualisation
traceroute topology discovery

- CM-Caller with functions
monitoring

- Client with Internet browser, which is responsible for
the management of the QoS monitoring and topology
trace scenarios.

CM Toolset QoS monitoring is based on the "Flow”

concept. A flow is specific kind of traffic which

characteristics, i.e. QoS parameters are studiecultic

represent VolIP traffic, aggregated traffic. A reseorat

could be assigned to a flow.

The traffic, which will be used for flow description to

provide specific scenario, in our case QoS capacity

planning, has to be specified.

With the "Multiplex” option, the number of flows, that

should be multiplexed with the same traffic is specified.

The "aggregation time” means a time interval, to which

the aggregation of results will take place.

The "Hop selection” specifies the sender and theivece

of the flow.

The "Management Interval” defines the time interval, in

which the management info is received by the router

monitor by the DMA-Agent. If this data is 0, all data will

be collected at the end of the measurement. The "Router

poll interval” means the time interval, in which the route

statistics should be queried by the DMA-Agent.

"Timecontrol” is another option If you do not want to

create an unlimited flow, you can margin it by a certain

number of packets or by a determined amount of time.

for

for QoS and path
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Furthermore, there is the possibility to generate a
multiflow. This means that a dedicated number of flows is
generated one after the other.

For QoS monitoring and planning, following parameters
can be monitored by the tool considering IETF Inetrnet
Performance Metrics Working Group (IPPM WG)
specifications:

Number of packets in this aggregate

Throughput

Packet loss

Packet loss metrics (maximum loss burst, maximum
loss distance, number of loss periods)

Delay (mean delay, maximum delay, minimum delay)

Delay variation (mean delay variation, maximum
delay variation) .

2.3 Active Topology discovery using traceroute data
base

Proactive monitoring of connection topology is useful in
different cases:
Study of topology properties of the connection (e.qg.
number hops, availability of the routers, etc)
Validation of Q0S/SLA provision
Analysis of topology changes

w

Figure 3: Active Topology discovery

Special marked (and blue coloured in the GUI) are
intermediate routers, to which an “outlier” RTT was
measured. An outlier RTT is measured RTT from the
source to an intermediate router of the connectiomchnsi

greater than the RTT from source to the receiver end
system.
Information of the intermediate router and the

sender/receiver end systems included in the connection

Understanding QoS  behaviour dependent oncould be obtained by clicking of the corresponding

topology. elements.
In CM Toolset, the proactive monitoring of the connection The tool could be also extended to provide visualisation
topology is based on a tool for connection topology on connection topology changes which are registered in
visualisation collecting traceroute topology data in the the CMToolset traceroute data base. The evaluatitimeof
CMToolset data base. It allows to obtain the last topology connection topology changes could be used in the
of the connection and to get knowledge on the topologymeasurement based simulation of INTERMON [1] to
of connection, router availability of the connection and provide metrics for characterisation of topology stability

properties of routers and end-systems included in theof inter-domain paths.

connection.

The GUI of the tool including a topology obtained for
inter-domain connection based on the CM Toolset
traceroute data is given in figure 3.

The visualised connection topology is between Madrid
and Salzburg. The sender and receiver are differentiated i
the visualisation as well as the reachability of theeroah

the way (red not responding) and the Autonomus System
over which the routers are going.

The responding routers are distinguished by the brightnes

of the colour, which is intended to present the value of
Round Trip Time (RTT) recorded in the traceroute CM
Toolset data base, e.g. more brightness means small
RTT.

3. QoS Pattern Analysis in CM Toolset

3.1. Pattern Detection

The goal of time series data analysis based on paiterns
o detect ,hidden“ events.
hese events are hidden, because of the stochastic of the

gbserved process. The model which connects the event of

interest and the observed process depends from the
context.

e‘[here are two approaches to find these events.

In case we know the internal system process, the
algorithms for monitoring and pattern detection can
be derived explicitly.

Learning algorithms, e.g. neural networks, could be
used to obtain algorithms.

Figure 4 shows these components in QoS analysis based
on pattern detection for “hidden” events.
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Example E2:

applicationcontext : Which A router out-interface can be modeled as a finite
observation is typical for ..." buffer system with service process s(t), arrival
process a(t) and buffer occupation b(t) < b_max.

+ We dont't go into a more detailed differentiation
patternof interes between continuous and discrete arrival and service
processes.
+ The example scenario for buffer overload pattern
a) knowninternalsysten detection is illustrated in figure 5:
structure allows to derive
measurement scenario arld
detection algorithms
g bA a(t)-bt)y A
i b) unknowr
internal system b..max
Monitoring rules structure requires - TN
(e.g. time scale, learning T
spare=probing |g | algorithms to 0
improve initial t0 t end T
systenrstatu: measurement -
raw data scenario and
detection
algorithms ) )
i L 4 Figure 5: Example Scenario for buffer overload
- . pattern detection
representatioraggregatior
linear approximation, The detection rule for the pattern ,overflow” is to
frequency, .. analyse the difference :
b(t0)+a(t)-s(t) < b_max
+ result over all busy intervals :
detectiorrules [ »pattern [t0, t_end], b(t_end)=0.
uncertainty detected"
In the buffer overflow example the time slice is the busy

interval.

Only for singular patterns like E1_rule : ,Was thereeon

singular packet loss ?“ the time series analysis has to

process each single observation from the {loss, no_loss}

To get an information about the time, when the patterntime series.

was detected, the observation interval is divided into time The aspects of pattern representations are studied.in [4]

slices. To show this, following examples are congider The authors identified 17 representation algorithms.

Example E1: Most of the IP monitoring related research was donkdn t
User_1 doesn't accept only one missing video time space, e.g. for admission control [5] and pertiobhat
frame , user_2 can be satisfied by a frame lossanalysis.

Figure 4: QoS Analysis process using patterns

rate < 0.001 per time interval t. [10] describes the benefits of spectral analysisbiaffer
Then the two different pattern recognition rules overflow pattern analysis.
are:
- rule_1: Number of lost frames in observation 3.2 Piecewise linear approximation
interval <1 ?
- rule_2: Number of lost frames in interval t < piecewise linear segmentation, which attempts to model
0.001*t? the data as sequences of straight lines, has advantages as
In general the patterns to detect are more complex. representation of longterm QoS parameter data. In this
Therefore we give another example to find buffer overload case, it is used to optimise the tradeoff between
patterns in an input flow. The pattern of interest toas - high level of aggregation of measurement results

reflect buffer overflow.
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- low level of information loss for accurate gradient - Comparison of structures considering patterns and
estimation for QoS parameter structure analysis. parameters characterising patterns (gradient, step,
[8] point out, that the piecewise linear approximation frequency, relative time...) .

provides a useful form of data compression and noisePatterns are stored in a data base with relationships t
filtering. Sometimes we have no time constraints for Similar patterns and spatio-temporal context of active
pattern detection and the slicing processing can be donéraffic flows, where the patterns are detected .

off line [3]: Patterns are represented using algorithms for piseew
- Top_Down: The time series is recursive|y linear apprOXimation of time series data values.
partitioned until some stopping criteria is met. Linear approximation description is configured by

- Bottom-Up: Starting from the finest possible parameter d, called abstraction coefficient, dependimg
approximation, segments are merged until some the user preference for structure details in the QoS
stopping criteria is met. parameter data description. Parameter d considers

In case of on linear analysis, sliding window algorithm differences of neighbored ordered TSD to approximate

could be used. A segment is grown until it exceedsesom ValUes.

error bound. The process repeats with the next data poinf/€cewise linear approximation method is shown in an
not included in the newly approximated segment. example scenario using the CM Toolset Pattern Analyser.
Figure 7 shows the description of daily mean end-to-end

delay patterns of the inter-domain connection Madrid —
Salzburg based on linear approximation with usage of
abstraction coefficient 1 ms in the above picture and 10
ms below, to configure the approximation algorithm.

3.3 Spatio-temporal QoS Pattern Analyser

Spatio-temporal QoS pattern analyser is based on sfudy
QoS patterns: description, detection, similarity sear
analysis and storage of patterns in a data baserfitief
investigations. The following figure shows the components
of spatio-temporal QoS analyser:
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Figure 6: Components of Spatio-temporal QoS
pattern analysis

Flow: 61 Agarenate period: 300sec StariEnd; Thu Aug 21 16:24:00 CEST 2003|5at Aug 23 16:24:00 CEST 2003 =
Tirme Window: Day=1 Hour=15 Minute=20 Second=0 Approdimation parameter: 10 ms
Furnb_plain:13 hMumb_ince10 Mumb_dect7 Min_val: 17121 Max_val: 50983 Mean_val: 43107

Freq_plain:0.43 Freq_incr: 0.33 Freq_decr:0.23 Time_plain: 094 Time_incr: 0.04 Time_decr: 0.02

The different components of Spatio-temporal Q0S pattern i sien_min 20000 step_max su00 Lea_min 2 Len_max 175

. . . Incr: Grad_min:5000 usfagar_period  Grad_maxA000 usfaggr_period  Len_min2 Len_max2
ana|ySIS, haVe SpeCIfIC funCtIOﬂSZ Decr. Grad_min:5000 us/ager_period  Grad_max 10000 usfagor_period Len_min2 Len_max2 =
- Definition and detection of patterns is based on

A
Pattern Description Language (PDL). Different Figyre 7: Usage of linear approximation for

kind of basic patterns are described on this way: abstraction of da||y mean de|ay QOS parameter
increase, decrease, plain, outlier. Using sequencingpatterns

of basic patterns more complex building, e. g. _ . .
composite patterns could be derived. This means that delay behaviour smaller that 1ms,

- Pattern analysis based on match of similar patterns'®SPectively 10 ms is additional detail for the netwo
considering  parameters  describing  pattern administrator in the QoS parameter data analysis and
characteristics (for instance gradients) should be ignored for the goal of QoS planning.
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Using the linear approximation, we can derive different 20 ms. Figure 8 shows daily end-to-end delay QoS
“threshold” values for QoS planning considering parameter patterns for Madrid-Salzburg.
gradients, i.e. delay increase rate per aggregatioodoer

As an other approach is a Markov chain model [11] which . =0l
could be used based on definition of different QoSl¢eve Composite patter analysis ﬁgtiliiﬁigﬂiﬂ5133’52333313223i1
H 7 PDL-Plain-2(en 2, step 60000, start &
- hlgh QosS, low delay,.. = fﬂﬁﬂﬂ PDL—F\:::-S(::E‘EtEEEUUUU‘gt:m
- low high | 3 oo | PDL-Plai-4( len §, step 60000, start 1
i o deiey [p=ioes
- ou .|ers. . . . ., Eom PDLPlain-7 len 3, step 6000, star 2
To validate results based on linear approximation, it &7 PDL-Plair-8{ en 3, step 40000, star 3
. . 7 PDL-Plain-9( len 3, step 60000, start 4
should be noted, that the confidence interval over the § ww PL-Plan-10{ en §, step 60001, stat
. . o o iz PDL-Plain-11{ len 2, step 60000, start
whole time series data of QoS parameters should be ‘ - ! FoL13(n .5 0L st
. . . . 4 »
es“mated n order to evaluate the uncertalnty Oilmr Flow. 261 Aggregate period: 300sac StarEnd: Mon Dec 22 16:02:00 CET 2003M¥ed Dec 23 20:17:00 CET 2003 -

ITime Window: Day=1 Hour=4 Minute=15 Second=0  Approximation parameter: 20 ms

tumb_plain:40 Wumb_incr:34 Mumb_decr:35 Min_val: 43816 May_val 97822 Mean_val: 57012

Freq_plain0.37 Freg_incr:0.31 Freg_decr:0.32 Time_plain: 0.69 iﬁme_mtr 015 Time_decr 016

Plain: Step_tin: 40000 Step_rmax 80000 Len_min:2 Len_max 73

incr: Grad_min:10000 us/agor_neriod  Grad_max 20000 uskagor_period  Len_min2 Len_max3

Decr: Grad_tmin:10000 ugiagor_petiod  Grad_max20000 usfaggr_period  Len_min2 Len_max2 i

approximation and its gradient characteristics.

4. QoS Analysis Scenarios using Linear
Approximation combined with Active

Topology Discovery Figure 8: Daily maximum delay QoS parameter
patterns of Madrid-Salzburg connection

Piecewise linear approximation combines the dataComparing pattern characteristics of  different
compression with an accurate estimation for the mean andneasurements Madrid-Salzburg included in the data base
gradient. Furthermore the it is a useful method for with consideration of the same topology, we can conclude
visualisation of QoS ,phases” with plain and decrease /that the daily behaviour is similar usually in thege of
Increase patterns. 50-80 ms as shown in the above figure 8.

Scenarios based on QoS analysis of inter-domainwhen the “outliers” , i.e. the abnormal QoS parameter
connections using patterns represented by linearyalues on this connection are not considered, then it could
approximation compared considering the topology datape concluded that the connection could be used for wide

are discussed in this section. range of applications requiring delay quality in this ®ng
The next figure is aimed to show the maximum delay
4.1 QoS comparison of inter-domain connections with behaviour of the connection Sao Paulo Brazil - Salzburg:
different topologies
I&Patternnnalysis _. =100
The piecewise linear presentation of data can be used fo Composite pattern analysis [FOLPiar»0en 2, sfen 240000, start =
POL-Plain-1(len 2, step 220000, start

the data compression and visualisation based on ,useful*
granularities for interpretation. The granularity ( scal)
representation is calculated with the parameter d: the
abstraction coefficient parameter for plain, in/desi@z
patterns. For longterm QoS analysis which is usedary

for QoS and capacity planning, i.e. for instance

- to take decision on use of some alternative inter-

domain topology
- to evaluate inter-domain topology of connection for a |pin Step_min 120000 Step_msc 320000 Len_min:2 Len_mag 34

given application. i e S s
We compare the behaviour of inter-domain connections Lt up;
based on different topologies considering:
- number of routers
- type of intermediate routers.
Such differences are found in the inter-domain topologiesComparing daily pattern characteristics of different
of Madrid-Salzburg, and Sao Paoulo Brazil — Salzburg measurements Sao Paulo-Salzburg, we can conclude that
connections. the daily behaviour is similar usually in the range 08-20
The approximated maximum end-to-end delay behaviour300 ms as shown in the above figure 9. This is not
of Madrid-Salzburg connection for two days is shown and sufficient for wide range of QoS based applications in
compared with the corresponding values for Sao Paulo-inter-domain enviornment. Also the study of the packet
Salzburg connection considering approximation value ofloss patterns of this connection show very “dynamic”
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5 I
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Figure 9: Daily maximum delay QoS parameter
patterns of Sao Paulo-Salzburg connection
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behaviour, i.e. increase and derecase of packet loss pehe value to the next followed time series value which is
different aggregation periods. not an “outlier”, i.e. do not exceed the specific threghol

The QoS behaviour structure based on the elimination of
4.2 QoS parameter analysis based on outlier detection  the outlier is shown in figure 11:

and elimination =04

g @ POL-Plain-0ilen 2, step 200000, start &
Composite pattern analysis POL-Plain-1{en 2, step 280000, stat

POL-Plain-2{1en 3, step 260000, start
POL-Plain-3(1en 2, step 300000, start
POL-Plain-4(len 2, step 300000, start

Especially in inter-domain environment, the longterm 5 ; }
(len 7, st A
(len 2, st 1
POL-Plain-5(len 2, step 200000, start
(len 2, st T
( i i
(len 2, st o

analysis have shown the occurrence of “abnormal” QoS
parameter values such as very large end-to-end dela
values or packet loss “outages” [13], [14]. Such QoS
parameter values called “outliers” [12] are often duhéo
impact of inter-domain topology changes and BGP-4
protocol usage, such as inter-domain routing
misconfiguration, policy change, BGP-4 protocol
implementation errors and other [15].

The longterm study and comparison of QOS parametereiia feurbi vttt Jresin 1 on it Tos oo

data in inter-domain environment should be based On\ncrGrad_mm1DUDDuslaggr_perm_d Grad_mac 10000 usiagor_perod  Len_rmin2  Len_macs 2
detectlon and ellmlnatlon Of the uabnormaln time series Decr: Grad_min'1 0000 usiagor_period  Grad_maxc130000 usiaggr_period  Len_min2 Len_max5 i
sequences [12]. The “abnormal” QoS parameter values

could be detected in two ways: Figure 11: Linear approximation using detection and

- Automatically by means of standard deviation. elimination of QoS parameter “outlier”

- Application oriented by provision of threshold values The resulting structure is similar to the structure of the

by the network administrator which should not be 4| hehaviour of the Sao Paulo — Salzburg connection

exceeded. . discussed in figure 9.
The second approach to detect “outlier” QoS parameter

values based on the experience of network administrator is

considered in this scenario for longterm QoS planning. 2. Summary and further work

Considering for the connection Sao Paulo-Madrid, we

could detect the following “outlier” exceeding the The paper presents the CM Toolset active monitoring
threshold value over 1 s as it is shown in the figure t0 fo toolkit based on integration of QoS monitoring, topology

a daily behaviour: discovery and QoS analysis using the linear
approximation.

Scenarios has been discussed to show the usage of the
toolkit for the analysis of QoS behaviour using linear
approximation and gradient estimation. In the two types of
inter-domain connections (Madrid-Salzburg, Sao Paulo-
Salzburg) which we discovered abnormal QoS parameter
values, i.e. end-to-end delay “outliers” . To compare
“normal” QoS parameter behaviour of connections for
longterm analysis, we need to discard these “outlier”
values which is shown in the discussed scenarios.

Future analysis is aimed to investigate the relationship
between load and QoS parameters. Because of the
measurements with CM Toolset are active, additional load
could be generated to measure QoS changes in case an
additional load. The gradient estimation should be refined
with more application oriented load generators ( bursty
traffic ).

May be the multiplexing effect gives lower delay gradients
for higher additional load, on the other side all queuing
systems have a nonlinear increasing delay behaviour for
. ., . o . increased load. The perturbation analysis approacthean
”OrT“a' berawourdthro%gh thg oultl|e.r ’ gspemally éhe used in case of simple queuing systems. Some researchers
maximum values and gradient description Is impacte ‘Toassume that the chain of routers can be modeled as a

show “normal behaviour we eliminate the outlier reducing bottleneck network. Then the bottleneck router dominates
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Figure 10: Linear approximation with “outlier”
detection

The structure of the daily behaviour is differently frare
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the gradient value and a gradient estimation with [9] T. Pfeiffenberger, I. Miloucheva, U. Hofmann, ANassri,

perturbation analysis should be evaluated.
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