Simulations of a TCP rate controller in inter-domain scenarios
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Abstract we believe that such a service could be of interest. The topic
of assuring TCP rates has been investigated in several other
In this paper a new mechanism for providing an assured publications, e.g. [11, 3, 6].

rate to a long-lived TCP flow is evaluated. The mechanism The basis of this work is a traffic conditioning mecha-
is called TCP rate controller (TRC) and operates as a traffic nism that can be used to assure a certain level of goodput to
conditioner at the ingress of a network. The TRC seeks tolong-lived TCP flows. The proposed conditioner could be
achieve the requested rate by imposing well directed dropsused in a DiffServ network to enable such a service class.
and (artificial) delays on the flow’s packets. The choice of We proposed a TCP rate controller (TRC) that regulates the
drop probability and delay is based on an analytical model goodput of a TCP flow by controlling packet drops and the
of TCP sending behavior. The requirements on downstreamround trip time (RTT) of the flow’s packets. The TRC is
domains are highlighted. It is shown in a simulation study based on a model of TCP sending behavior. The TRC is

that the TRC performs well in inter-domain scenarios. proposed in [5] where the intra-domain behavior is evalu-
Keywords: Quality of Service, TCP rate control, TCP ated. The goal of this work is to specify the behavior of the
rate assurance, inter-domain TRC in inter-domain scenarios and to evaluate the behavior

of the TRC in such an environment.

The remainder of this paper is organized as follows: Sec-
tion 2 discusses related work. Section 3 summarizes the ba-
sic concept of the TRC and describes the essential network
environment for the TRC. Inter-domain issues of the TRC

In the recent years there has been a growing interest in IPare discussed in Section 4. Exemplary simulation results for
Quality of Service (QoS). New applications that have high inter-domain scenarios are presented in Section 5. Section 6
requirements on network performance are being developedconcludes the paper.

Some of those applications, for example video conferencing

or IP telephony, require some minimum network quality to 2  Related Work

be useful at all. From the operator’s point of view it is hoped
that services that deliver high QoS can be profitable.

Currently, a lot of research work is based on the
paradigm of Differentiated Services (DiffServ) [8, 1]. Diff-
Serv seeks to provide QoS in IP networks in a simple and
scalable fashion. It is tried to remove complex tasks from

the core and shift them to the edges of the network mstead.marked as out-profile. Simulations in [6] show performance

As an example, traffic controllers that operate on single that is not appropriate to give assurances and a bias against

flows are only acceptable at the ingress/egress of a DiﬁServb. :
network. ig reservations.

The f f thi . the topic of rat In [11] equations how to set the parameters of a token
f Tgpofcl:us ° .'St paé)er 'S on t\z Olf'c %.ra etisstu_lr_‘én;ebucket marker for achieving a requested rate are proposed.
or OWs In Inter-cdomain NEtWorks. |ven’ a The parameter setting depends on the requestediate)(
is the number one transport protocol [4] in today’s Internet, drop probability of out-profile packets) and theRTT.

*This work was partly funded by the IST project AQUILA by contract  With the equatiorfs in [11] it is possible to make correct
IST-1999-10077 goodput assumptions for a known value BT'T" and p,.

1 Introduction

The Capped Leaky Bucket (CLB) as proposed in [6] is
an improved Leaky Bucket traffic conditioner. To take the
behavior of TCP into account it is tried to estimate the RTT
by measuring the time between two bursts. If the input rate
is higher than the target rate one packet each two RTTs is




But the crucial aspect in the application of this model is  The TRC has to be placed at the ingress point of the net-
that theRT'T andp, are not constant for different connec- work. Only one TRC can be applied to one flow, because
tions and also strongly vary over time due to changes in theif two TRCs are working on the same flow two times the
level of congestion. This especially arises in wide-area net-packets needed to control the flow are dropped.

works where the traffic traverses several domains. In each It has to be ensured that from the receiver to the sender

domain queuing may arise, and thus the queuing delay iSy,ere js no congestion, becausd'T,.; is assumed to be
the determining faptor_qf th&TT. Ina recent.work [2] W€ constant. Consequently also ACKs have to be marked with
analyzed the applicability of the TBM algorithm, showing ¢ same code-point as used for packets from the sender to
weaknesses of this approach. the receiver
The changing conditions in networlR{"T",p;) can not M details about the TRC be found in 51, It i
be captured bgtatic parameter setting for TBM. An adap- ore details about the can be found in [5]. Itis
shown by simulations, that for a known RTT the TRC is

tive marking algorithm has been proposed in [3]. ; _ X
able to control the achieved rate of a TCP connection. Sim-
ulations are performed for a mixture of different requested

3 TRCin intra-domain Environment rates and RTTs. All flows achieve the requested rates and
confidence intervals are small. All simulation scenarios are

. intra-domain scenarios.
The TRC controls the achieved rate of a TCP connec-

tion by well directed drops and artifical delay. When a user

requests a rate an admission control algorithm is executed.

If the request is for a class for long-lived TCP flows and 4 TRC in inter-domain Environment
accepted by the admission control the TRC is initialized.

Based on a TCP model the TRC calculates drop probability

(p) andRT'T for the request. The delay at the TRG ko) The goal of this work is it to extend the approach of the
is set to theRTT" minus the network RTTRT'T,..;). The  TRC to an inter-domain environment. It is analyzed what is

TRC is placed at the network ingress of the flow. The TRC npeeded for the TRC to work in inter-domain scenarios.
drops eachl/p'th packet and delays all other packets by

drrc. The TRC can be configured to be used in ECN or in
drop mode. For the Slow Start phase a special algorithm is
implemented to take the Slow Start behavior into account.
The TCP rate controller essentially requires some con-
ditions from the network. The first aspect is that at the
network ingress the TRC must exclusively control single
long-lived TCP flows that are not multiplexed with a dif-
ferent kind of traffic (e.g. short-lived TCP flows or UDP

In the TRC controlled domain at each ingress a TRC
controls the rate of a single TCP flow. The TRC exclu-
sively controls packet drops. By delaying packetsdprc
which is based oRT'T,,.; the achieved rate is controlled.
The input traffic of the downstream domain is an aggregate
of TRC controlled flows. Consequently the TRC could not
be applied, because there are no single TCP flows. A TRC
at the ingress of the downstream domain is not even needed
. because as soon as the packets pass the TRC TCP flows are
flows) [12]. Second, an admission control framework must Ireadv rate controlled. The TRC must exclusively control
ensure that the sum of requested rates over all acc:epteél ready . y

drops and®T'T, thus it has to be ensured by the downstream

reservations is in fact available. This condition provides for , .

L : domains that no packets are dropped and that the delay jitter
an over-provisioned service class. Further, the used code- L :

: : - . is small. Especially in service classes where loss should be

point can be different in different domains. In the core net- . . . : )

) . . . .~ zero, the incoming traffic is strictly policed. For such ser-
work the traffic can be multiplexed with any kind of traffic, vice classes peak rate policers are often used. Traffic out
but it has to be ensured that the drop probabilityi$ zero P P .

and the networ®T'T (RTT,.,) is predictable and nearly side of the profile is dropped becayse for each forwarded
constant packet the guarantees have to be given.

The TRC does not need any special queue management !t is the task of the TRC controlled domain to bring the
mechanism, because no packet should be dropped in th@utgoing traffic to a form, such that no packets are dropped

network. It has to be ensured that a few packets can beat the policer. Therefore we are using a traffic shaper at the
buffered in the queue. egress of the TRC controlled domain, which shapes traffic

The receiver window has to be larger than the maximum to the bandwidth requested for this specific service class.

congestion window 1{/,,,...) otherwise the achieved rate In the downstream domains TRC controlled traffic can
will be controlled by the receiver and not by the TRC. Fur- be mixed with other traffic. A service class that ensures
ther also TCP’s Slow Start thresholgk{hresh) should be no loss and low jitter could be based on an EF PHB [7].
larger thaniv,,,... otherwise the performance during Slow The TRC controlled traffic can be mixed with such without
Start will be worse. degrading its performance.
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Figure 1. Simulation topology

5 Simulation study 1 e —
09 | requested rate = 50 kbps ——
5.1 Simulation Topology 0.8t
L O07F
The behavior of the TCP rate controller is studied by S 0.6 |
means of network simulations usimg-2 [9]. Each do- S o5t
main is simulated as a domain with 6 routers as shown in 5 4 |
Figure 1. The dotted lines indicate the path of a set of flows 5 03|
through the network. Each set consists of 50 FTP flows, oo |
where 20 flows request 50 kbps, and the other flows request '
10x100 kbps, 10x500 kbps, and 10x1000 kbps respectively. %1 [

FTP senders start sending data at a random point of time
within the first 10 seconds and last the full simulation time.
All routers are configured with a DropTail queue. Traffic
conditioning is done by the TRC on a per-flow basis at each
sending host (instead of at the ingress, because this is sim-
pler for implementation and makes no difference in sim-
ulation results). Simulations last for 500 seconds and areaccepts traffic from an upstream domain employs a peak
repeated 100 times. All simulations are run in ECN and in rate policer at the ingress.
drop mode and show equal results. Within one domain all  Figures 2 - 5 are showing the empirical CDFs of the
links have the same bandwidth. flows requesting 50 kbps - 1 Mbps. All flows achieve the
requested rate. The difference between achieved rate and

5.2 Simulation results for scenario with five do- requested rate is small. Therefore a good service differenti-
mains ation is possible.

0
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Figure 2. Requested rate 50 kbps

The performance of the TCP rate controller is evaluated -3 ~ Simulations with UDP traffic
in a scenario with five 4—E ) domains. The intra-domain
links of A-C,E have a bandwidth of 100 Mbps and the intra- In this section we demonstrate that TRC controlled TCP
domain links ofD have a bandwidth of 50 Mbps. The link traffic can be mixed with UDP traffic without service degra-
betweenA andB has a bandwidth of 60 Mbps, link fro dation. Simulations are run in one domain of the topology
to C 40 Mbps, link fromC to D 20 Mbps and link fronD to shown in Figure 1. A set of TRC controlled traffic is mixed
E 40 Mbps. In each domain a set of 50 flows as describedwith CBR UDP traffic.
above sends traffic from host 1 to host 2. One traffic set Figure 6 shows the empirical CDF of the achieved rate
sends fromA to B, one fromA to C one fromA to E and of flows requesting 1Mbps. All flows achieve the requested
one fromD to E. At each domain egress, traffic is shaped to rate. The deviation between requested rate and achieved
the bandwidth of the inter-domain link. Each domain that rate is small. The achieved rate of a flow mixed with UDP
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Figure 4. Requested rate 500 kbps
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Figure 5. Requested rate 1 Mbps
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Figure 6. TCP traffic mixed with UDP traffic

traffic is about 0,4% lower than the achieved rate not mixed
with UDP traffic. Results for flows requesting 50 kbps to
500 kbps show equivalent results.

6 Conclusion

In this paper the TCP rate controller (TRC) is evaluated
in an multi-domain environment. The TRC seeks to achieve
goodput assurances for long-lived TCP flows.

The task of the TRC is it to control the achieved goodput
of a TCP connection by controlling a connectidgis7" and
p. The TRC is based on a TCP model which predicts the
sending behavior for known values &7T" andp. The
idea of the TRC is it to fixRT'T andp of a connection.
Therefore the TRC drops packets to control the window size
of the TCP connection and delays packets to increase the
RTT. Consequently the achieved rate of the connection is
controlled. The TRC is implemented as traffic conditioner
which has to be placed at the network ingress. A TCP model
for ns-2 TCP SACK implementation was derived. Based
on this model the TRC is constructed.

The TRC is evaluated by simulations using-2 . It
is shown that the TRC performs well in a multi-domain
environment. The requested rate is achieved with a very
high probability. The deviation between requested rate and
achieved rate is small.

Overall concluding from the simulation results the TRC
seems promising to be used for TCP rate control in DiffServ
networks. Especially the feasibility to mix UDP and TCP
traffic is a major advantage compared to other approaches.

The whole concept of the TRC is based on simulations
in ns-2 . So the TRC has to be evaluated by real mea-
surements in TCP/IP networks, because the accuracy of
the TRC depends on the TCP model. In real TCP/IP net-
works there exist a lot of slightly different TCP implemen-



tations [10]. Consequently the applicability of the TRC in
such an environment has to be evaluated, therefore for each
TCP implementation a precise TCP model has to be derived.

The TRC does not need more suppositions as needed in
QoS networks. The diversity of TCP implementations is a
general problem of all attempts that try to control or esti-
mate TCP rates on the basis of a model for TCP sending
behavior.
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