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Abstract

Analysis of QoS behaviour for different periods
(hourly, daily, weekly) is fundamental for capacity
planning and enhanced QoS provision. Before QoS
forecasting techniques are applied, preliminary
spatio-temporal analysis of QoS behaviour should
be done, in order to detect bottlenecks in resources
and QoS outliers due to congestion and anomaly
events.

This paper is focussed on a practical approach for

spatio-temporal analysis of QoS time series data

based on QoS pattern detection and analysis.

Satistical methods are applied to study QoS

patterns in different periods (hourly, daily, weekly).

We argue the usage of bucket histograms based on

QoS thresholds (levels) for pattern oriented QoS

analysis useful for network capacity planning.

The proposed spatio-temporal QoS analysis

includes two components:

- temporal pattern detection and analysis of time
series data of QoS parameters obtained for
network connections

- gpatial dependency analysis of patterns based
on time series data of QoS parameters
describing different network connections .

Practically, we discuss pattern oriented QoS

analysis for different periods (daily, weekly) based

on QoS time series data obtained from real
measurement scenarios.
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1. Introduction

QoS data mining is important for short term
capacity planning and QoS optimisation decisions.
Patterns describe some specific behaviour of QoS
time series data (univariate, multivariate) for a given
time period. In the known research more focus was
put until now on to study traffic patterns, as for
instance [GP 94], [MC 00], used to improve traffic
engineering and traffic resource allocation.

Pattern based QoS analysis is useful for studies
and comparison of the QoS provision for different
periods in network links. Pattern analysis of
univariate and multivariate time series data
describing QoS parameter values could significantly
improve capacity planning for short and medium
term  periods (hourly daily, weekly), network
dimensioning and load balancing in inter- and
intradomain environment. For instance, based on
patterns analysis, “congested” periods could be
identified and additional resource allocation for
these periods could be provided. Pattern
characterisation as periodically, partially periodica
and casua patterns could provide insight in QoS
provisioning and resource scheduling.

A practical approach for spatio-tempora QoS
analysis based on usage of statistical methods and
especially QoS threshold histogram techniques for
pattern description is proposed in this paper. The
paper is focussing on the efficient QoS based
pattern analysis technology useful for short term
capacity planning and QoS operation.

An experimenta environment based on QoS
monitoring equipment (CM Toolset) is built for
studies of hourly, daily and weekly QoS patterns in
spatio-temporal context of real world networks.
Preliminary results are discussed in this paper.



This paper is organised as follows. Section 2
describes the framework for pattern based spatio-
temporal analysis. The experimental testbed for
pattern based QoS analysis is shown in section 3.
Studies on hourly, daily and weekly QoS patterns of
connections between access and inter domain
provider networks are discussed in section 4.
Section 5 concludes this paper with the further
work.

2. Framework for pattern based spatio-
temporal QoS analysis

The contribution of this paper is the development
of methods to characterise QoS behaviour as
patterns useful to study capacity and QoS
provisioning in spatio-temporal network context.

For this purpose we first study QoS pattern
characterisation based on statistical techniques and
QoS thresholds. After this we consider the
integration of pattern characterisation techniques
for spatio-temporal QoS analysis.

2.1. QoS pattern characterisation based on
statistical techniques and QoS threshold
histograms

Specific behaviour of the time series data (QoS
parameter) for some time interval (time window) is
called pattern. QoS behaviour described by patterns
could be characterised with different statistical
techniques (distributions, histograms, etc), intervals
for time series data aggregation and agorithms for
evaluation and approximation of the data. Pattern
analysis is based on pattern characterisation and
comparison for a given time window.

Research efforts to study QoS patterns such as
“outliers’ are discussed in [AMM 03], outliers due
to route failure are focussed in [PMFT 02]. Delay
“congestion” pattern are  addressed  in
[NLANRSurveyor] and “delay break” patterns in
[SDG 00]. [CL 03] describes diurnal and step
function patterns. Oscillations in the throughput on
a dally bass, eg. high throughput at night or
weekends when there is lower utilization and
congestion, and higher performance at other periods
are referred in as diurnal variations. Sudden step

changes in throughput are usually associated with a
network change, e.g. anew route, or alink upgrade.

For QoS pattern  characterisation  and
comparison, statistical methods such as mean,
minimum, maximum values, variance and
distribution could be used.

Histograms ae well known means for
approximation of distributions, therefore they could
be used for pattern descriptions and analysis.
Histograms capture data distribution in a space
efficient fashion. They have been designed to work
well with numeric value domains and have been
used to support data mining, query optimisation and
statistical studies [GKS 01] [DIR 99] [JPKS 98].
The proposed QoS-threshold based histogram
approach considers that the QoS for different kinds
of applications could be described with different
thresholds which are significant for the behaviour of
the applications and resource reservation.

The QoS threshold histogram splits the time series
data in buckets , defined by lower and higher QoS
thresholds.

This approach is usable for QoS and capacity
planning.

Let {X{} be time series data consisting of QoS
parameter values. With q,...g,...0n the QoS
thresholds values are given so that 0= qu<q; <
g<.-.< On-= COmax Where gma is the maximum
possible QoS threshold value.

A bucket b; is defined by [q , g+ with g as low
boundary and g., as high boundary.

A QoS parameter value x; observed at time t
belongs to bucket by if g < X <= g+

Thus, the QoS threshold histogram is based on
obtaining the amount of the QoS parameter values
belonging to buckets, defined by lower and higher
QoS thresholds.

In addition to building the frequency bucket
histogram based on QoS thresholds, the bucket
based technique could be used to characterise
tempora patterns based on the assignment of the
QoS parameter values of {X;} to the buckets b
when certain thresholds are exceeded.



2.2. Spatio-temporal pattern analysis acr oss
network connections

The gpatio-temporal QoS pattern analysis across
network connections as well as spatia inferencing
and composition of QoS is a new research topic
arising from the need to study performance and
resource dependencies in macroscopic and inter-
domain Internet environment.

General gpatio-temporal  visual data mining

concepts are addressed by a lot of internationa

activities and research [RS 99] [AR 97], [AR 98].

The data mining community has developed a wide

variety of innovative techniques for algorithmically

extracting interesting patterns from time series data

[BC 96], [FRM 94] in combination with spatial

gueries. The most contributions are however aimed

at geographical, geophysical, medicine and other
areas and cannot directly be used for
telecommuni cation networks.

The spatio-temporal pattern analysis proposed in
this paper is based on the characterisation,
comparison and inferencing of QoS patterns
observed for traffic flows of different network
connections.

Network connections are constituted of spatial
elements (border router, end-systems, I1SPs) and
their relationships. Relationships to be considered in
the spatio-temporal framework are:

- Type of spatiad elements (border,core,eggress
router, Autonomous systems, countries...)
Relations between spatial elements (i.e. spatia
relation) describing inter-domain topology and
other dependencies of interest (example for
dependencies between spatial elements are
inter-domain connection, end-to-end
connection). Examples for such relations are
- "Aninter-domain connection is part of end-

to-end connection ”

- “Border router R is element of inter-

domain connection”,

- “Border router R belongs to Autonomous

System AS’, etc.

Spatial Clusters. Clustering is the task of

grouping of connections for specific purposes,

for instance cluster is defined to identify
connections belonging to a Virtual Private

Network (VPN) or to characterise a set of

autonomous systems included in some region or
country).
Spatial  temporal  relationships  defining
dependencies between spatial elements, traffic
and QoS time series data (for instance, traffic
data and border router QoS data and
connections (inter-domain, end-to-end).
The gpatio-temporal pattern analysis framework
based on the QoS time series data is illustrated in
the following figure:

Spatial elements — end
systems router, AS

J Relations

I Network connections

Traffic time
series data data

QoS time series

QoS patterns

Figure 1. Spatio-temporal QoS analysis framework

A concrete data base design useful for inter-domain
spatio-temporal  analysis of QoS data is the
INTERMON data base [HMH 02] which relates
inter-domain topologies and traffic with QoS time
series data. Pattern based spatio-temporal QoS
anaysis includes pattern comparison using
statistical and histogram techniques.
Pattern dependencies could be used to study spatial
composition of the end-to-end QoS.
If the time series data Qend conn, 0 1S describing the
QoS of the end-to-end connection Cge for some
interval D, then the spatial QoS composition of
Qend_conn, 0IS defined by the sum of the QoS time
series data— Qc;. pdescribing the QoS of connections
C, i = 1..n, which are pat of the end-to-end
connection, in interva D.

CeZEZ C]_ ..... y Ci ....... Cn

Qend_conn, 0=Qc1, ot Qcis o + QCn b



QoS parameter values for a connection could be
obtained for aggregated or application traffic, in
such cases the gpatial composition will have
additional characteristics dependent on the QoS of
the observed traffic.

Spatio-temporal QoS inference is another kind of
spatio-temporal QoS analysis which could be
viewed as special network tomography problem.
The network tomography is focussed on inferencing
QoS and traffic in large inter-domain infrastructures
[CHNY], [MNH 02], [TTO 02] considering in
specific cases QoS and pattern dependencies.

3. Experimental testbed for QoS pattern
studies

Time series data of QoS parameter values was
obtained based on the CM Toolset monitoring of
end-to-end connection between access network
(Salzburg Research) and ISP service provider
(Austria Telekom). CM Toolset is agent based
monitoring tool of QoS parameters of application
flows [AQUILA], [MH 01], [SDH 01], [HMSP 02].

The following picture describes the networking

scenario — delay monitoring of end-to-end
connection between access network and ISP service
provider.

Such networking scenario is typical for the today
providers and customers of networking services and
applications, for instance VPNSs, which are
interested in capacity planning and QoS provision
considering access routers.

We have two routers between the server and
recaeiver, the one of them is the access router of the
customer network to the I SP.

The delay measurement approach is based on
GPS clock synchronisation.

Salzburg
Research
Access
network

Telecom Austria network
1SP network
Highway.telekom.at

Source host —
(Server) Core Router Access Router Destination
195.3.85.134 195.3.89..237/ 192.168.93.33/ host (receiver)
195.3.68.161 192.168.93.14 195.3.85.134

CM Toolset
measurement tool

Figure 2: End-to-end QoS measurement scenario

The end-to-end delay and loss monitoring
information was filtered on second, minute, hourly,
daily and weekly base, i.e. Q0S parameters are
obtained for each of these periods, in order to detect
QoS patterns with different expressive power
considering QoS planning and provison. Mean,
minimum and maximum time series data describing
different QoS parameters were also obtained and
used for QoS pattern characterisation.

The scenario does not include spatial time series
data sources, such analysis will be studied in future
work.

4. Temporal pattern studiesfor capacity
planning

QoS patterns are studied during 2 weeks to
provide information for congestion, load balancing
and capacity planning especially considering QoS
buckets obtained from threshold boundaries.

In this studies, the patterns discussed are based
on delay QoS analysis — the end-to-end delay QoS
monitoring values are considered — mean, maximum
and minimum obtained for different time scales,
primary per hour.



delay

4.1. Daily QoS patterns

Study of daily QoS patterns is important for
short term capacity planning and load balancing. In
this case, a daily QoS pattern is defined based on
the hourly minimum, maximum and mean QoS
value behaviour.

The usage of these values is useful to identify
the QoS “rush hour” periods of the day.

As seen in the Figure 3, the mean delay is greater
than the minimum delay from 6:00 until 18:00. In
the “not rush hour” period, the mean delay is nearly
equal to the minimum .

The maximum delay values are not so high asin the
“rush hour”. The same pattern with a clear “rush
hour” QoS pattern period is obtained for the other
days of the observed two weeks.

For al “working” days, a similar daily delay QoS
pattern with “rush hour” effect is observed. The
patterns of two days are shown.
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delay

Daily QoS pattern studies are aimed to detect
performance bottlenecks, “QoS outliers’, QoS
behaviour due to congestion, peaks and QoS
stability considering the hourly QoS behaviour.
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Figure 4: Daily QoS pattern compared with daily
threshold values (mean, maximum and minimum

delay per day)

Therefore daily pattern analysis could be extended
considering comparison of the daily patterns with
some thresholds such as daily mean QoS values and
the standard deviations

In Figure 4 the minimum, mean and maximum
delay QoS behaviour characterising the daily pattern
are visualised and compared with the mean,
minimum and maximum delay QoS value of the
day. In the period between 6:00-14:00 it is shown
that the mean value of the day is exceeded.



Figure 5 shows again a daily pattern based on mean,
maximum and minimum delay per hour compared
with the daily mean value of the delay.
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Figure 5: Daily end-to-end delay QoS pattern

The daily standard deviation compared to the hour compared with the daily delay QoS mean value
standard deviation could aso provide insight in the
“rush hour” pattern behaviour as it is seen in the
Figure 6. The hour standard deviation is
greater than the daily standard deviation for the
“rush hour” period 6:00-18:00.
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4.2. Patterns based on QoS threshold
histograms

Considering QoS thresholds, different patterns
could be defined. Figure 7 shows a tempora QoS
pattern based on assignment of end-to-end delay
QoS vaues to buckets built from delay QoS
threshold ranges. At each interval, the behaviour is
given by a QoS threshold value which is not
exceeded by the mean QoS value of thisinterval.
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Figure 7: Temporal pattern based on QoS thresholds

In figure 8, the patterns for two days are based on

the QoS threshold histogram (section 2). It relates

the QoS values to specific thresholds buckets.
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Figure 8:Patterns based on QoS threshold histogram



4.3. Weekly QoS patterns

The weekly QoS patterns is described by the
integration of the daily QoS patterns of the week.
The analysis is aimed to compare the daily QoS
patterns in order to study performance bottlenecks
and resource scheduling strategies for the different
days of the week. We have analysed the QoS
patterns of two weeks and have identified that there
are similarities in the daily pattern behaviour
considering specific days of the week.

Especialy the calendar effect which is addressed in
econometrics is identified in the two weeks — i.e.
sunday and saturday. Further the patterns of some
specific days are much more similar than the
patterns of other days. At the end of the second
week thereis a QoS outlier describing the minimum
delay. Normally minimum delay per time scale is
stable and reflects the propagation delay, but in
cases of routing and system troubles the minimum
delay could take some unexpected peak value likein
this case.
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4.4. Detailed QoS pattern analysis

It is useful to compare patterns describing QoS
behaviour of different time intervals in order to
characterise in detailed manner congestion or
network anomalies.

In the following figure, the pattern anaysis is
based on the mean end-to-end delay QoS data
obtained per second.

This pattern shows the time exactly when a QoS
peak value happens and could be used for
dependency analysis on afine grained time scale.
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5. Conclusions and further work

A methodology to use QoS patterns for short
term (daily and weekly) planning, load balancing
and outlier detection considering spatio-temporal
relationships of QoS time series was discussed.
Pattern comparison and analysis using statistical
techniques and QoS threshold histograms was
proposed.

The feasability of the QoS analysis using
patterns was shown in areal world experiment. The
studies are based on a real QoS measurement data
obtained during more weeks for an end-to-end

connection between access network and ISP Seri%(é 96

provider.
Further work is aimed at:
- Spatio-temporal and spatid composition
studies in inter-domain environment

considering patterns.

- Combination of spatio-temporal QoS pattern
analysis with forecasting techniques based on
learning historic QoS patterns and fuzzy
classification.

- Integration of the spatio-temporal QoS analysis
in the INTERMON [INTERMON] toolkit for
capacity and network planning.

Pattern detection could be integrated in forecasting
scenarios. Current work on traffic prediction
applying pattern matching and fuzzy classification
could be considered [HC 99].
Generdly, the QoS pattern anaysis technology
could be integrated as preiminary step in QoS
forecasting scenarios, because it is aimed to identify
patterns such as “outlier” which are due to
abnormal behaviour or to identify “congestion”
patterns which could be improved by better capacity
planning and network dimensioning (including of
additional resources) and need not to be considered
for forecasting.
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